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TOM TAT

Hé thong IoT la xu thé phét trién tat yéu cta cac hé thdng nhing theo xu huéng mo
rong va da dang hoa ca theo hudng ting dung va trién khai cong nghé. Nhom giai
thudt ma hoa trong s6 nhe la giai phap tdi vu gop phan giai quyét bai toan bao mat
bén trong cac hé thong IoT. Bai bdo nay tap trung phan tich thuéat toan GIFT-COFB
d€ thuc thi va ki€ém thtt bd ma héa va giai ma 128bit tir d6 gop phan giai quyét mot
cach triét d€ thach thirc bao mat trong cac hé thdng IoT. Trong bai bao nay chung toi
dua ra mot thiét k& chi tiét va trién khai thuc tién giai thuat ma héa GIFT 128bit trén
nén tang cong nghé FPGA dong thoi két hop véi giai phap kiém thir da nang UVM

dé€ nang cao d¢ tin cay cua thiét k&€ duoc dé xuat.

Tt khoa: GIFT-COFB, LWC, Ma héa, UVM.

1. MO PAU

Nhitng nam gan day xu thé€ phat trién cac hé thong IoT ngay cang phat trién sau
rong, cac ing dung trai rong khap tir nhitng thiét bi c4 nhan, hé thdng d6 thi théng minh
hay thiét bi phuc vy an ninh quéc phong [1]. Uu diém ndi trdi ctia hé théng IoT 1a tinh
da dang va kha ndng mo rong linh hoat dua vao dédc diém ctia cac hé nhing va kha néng
truyén thong linh hoat [2]. Tuy nhién, hé thong IoT ngay cang md rdng thi thach thic
dat ra ngay cang 16n d6 chinh la nhu cau bao mat thong tin trong diéu kién tai nguyén
han ché [3]. Giai quyét bai toan truyén thong trong cac hé thong IoT can giai phap toan
dién két hop hop ly hiéu qua truyén thong va nang cao tinh bao mat trong diéu kién
rang budc cta tai nguyén han ché [4]. Giai phap ma hoa trong s6 nhe tap trung vao cac
giai thuat ma hoa tan dung cac phép toan logic don gian va phép dich bit d€ xao tron
thong tin tao hiéu ting gia ngau nhién. Nhom giai phap LWC duoc phap trién giai thuat
DES va AES da duoc nghién cttu va trién khai mot cach hop ly va t6i wu cho cac hé thong
IoT dwoc xét dén [5]. Do vay, mot giai phdp truyén thong toan dién cho cac hé thong IoT
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s€ la tap cac giao thirc truyén thong va bao mat duoc t6i vu trong diéu kién rang budc
cu thé ctia thuc tién trién khai [6]. Tt nhu cau va thach thiic cua hé thong IoT ma vién
tiéu chuan va cong nghé - NIST da t6 chic thanh cong viéc tim dwgc mot chuan hda cho
hoat dong bao mat thong qua quy trinh lya chon nhiéu vong véi nhiéu giai thuat da
dang [7]. Médc du, giai phap ASCON da duoc lya chon 1a giai thuét tiéu chuan thi van
con da dang cac giai thuat khac phu hgp véi tit nhém ting dung cu thé dua vao cac dic
diém riéng co.

Trong thoi gian dai trién khai chuan hoéa giai thuat ma héa cho cac hé thong IoT;
cac giai thuat ma hoa dugc nghién ctru chi tiét hon va da dang hon cac phwong phép
ti€ép can. Giai thuat ASCON duoc tap trung nghién cttu trién khai v6i nhiéu cap do
nhting trong hé théng; tir hoat dong ma hda bang phan mém tiéu chuan [8] dén mc
ctiing hda tich hop vao hé thong cu thé [9].

Tuy nhién, cac giai thuat khac tham gia trong cac vong danh gia lai c6 nhiéu dac
diém riéng co6 va c6 thé phu hop vdi nhiing yéu cau cua ting loai.

2. CONG VIEC LIEN QUAN

Thuat toan GIFT-COFB thudc dang ma hoa khoi dua trén nguyén ly xdo tron tir
cac khdi dit liéu dau vao thanh cac tir nhé hon va xoan tron d& ngau nhién héa thong
tin. Cac thanh phan thong tin trong cac tir dwoc xoan tron va 1ap lai voi s8 vong 1ap duoc
t0i uu tang t6i da kha nang bao mat thong tin va tiét giam chi phi thyc hién ma hoda.
Nguyeén ly xoan trdn cac tit bén trong thuat todn GIFT chi sit dung cac phép toan logic
co ban va dich bit d€ tang t6c x&t ly va sit on dinh cta qua trinh ma héa nhu trong Hinh
1. Hinh 2 trinh bay chi tiét hoat d6ng xoan tron thong tin bén trong cac ham 13p ctia thuat
toan GIFT-COEFB [10].
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Hinh 1. Nguyén ly xao tron ban tin
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Hinh 2. So &6 xao tron hai vong GIFT-COFB

Hoat dong ma hoa GIFT-COFB duoc chia lam 4 pha: Khoi tao (INIT); xt ly di
liéu (PROC_ADY); xit Iy ban tin (PROC_M) va khéi tao TAG (GEN_TAG). Mdi pha sé stz
dung SBOX lam trong tam ma hoa két hop vdi cac phép toan sinh khdi va nhoi dir liéu
d€ t6i wu hoat dong trao ddi bén trong hoat dong ma hda. Nguyén ly chinh cua thuat
toan GIFT van tap trung vao phép XOR va xoan trdn d€ tiét kiém chi phi lap va giai ma
nhung van bao dam t3i wu kha nang bao mat thong tin dau vao.

3. KIEN TRUC PE XUAT CHO KHOI MA HOA
3.1. M6 ta kién trac chung

Dua trén viéc nghién cttu cac giai thuat LWC tit NIST dua ra va tap trung cho
giai thuat GIFT-COFB ching t6i nhan thdy toan bd hoat dong ma hoa dwgc chia lam 4
pha ndi ti€p gom pha INIT (khoi tao), pha PROC_AD (x& ly dit liéu lién két), pha
PROC_M (xtt ly ban tin) va pha GEN_TAG (tao TAG). Khac v6i ma nguén chuan dya
trén ngon ngr C++ cac 1énh duoc thye hién mot cach Tan luot; cac khéi con ctia bd ma
héa duoc thuc thi dong thoi nén can cé co ché bat tay dong bo. Hinh 3 md ta tong thé
kién truc chia pha dugc dé xudt cho bd ma héa GIFT-COFB 128bit.
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PROC_AD
i_ready o_valid
INIT
sommpl i Y _pre
i_ready —————# i_ready o_valid GEN TAG
¥ i offset oY PROC M
i_nonce ==t i_N oY - . 0_Tag fe—zsep 0_Tag
» i_adlen o_offset i_ready
IS | i
i . |
i_key a ik % %oioffsel b i AD sl | ¥ pre
£ <= i_offset o ¥
i_adlen — K g x
£ © icT $ i CT
i_ad
PN ¥ iK
l—uu—) ‘_M < o_valid b o_valid

i msg e R I_g_, iinlen 4§
i_inlen dk il ‘[

rst_n

clk

Hinh 3. Nguyén ly thirc hién ma hoa ctia GIFT-COFB

Khoi INIT thuc hién chitc nang khoi tao dit liéu dua trén hai khoa bao mat va
cong khai d€ khéi di liéu tién dé cho hoat dong xdo trdn véi dix liéu lién két cd kich
thudce toi da la 16 tur 8bit (tong la 128bit). Ddc diém riéng cd cua thuat toan GIFT la ludén
stt dung khoa riéng tu KEY dé xao tron véi dit liéu lién két cling nhw ndi dung ban tin 6
cac khoi PROC_AD va PROC_M. Nguyén ly nay thé hién r0 trong cac kién trac chi tiét
dé xuét o cac phan sau.

3.2. M6 ta chi tiét

Giai thuat ma héa GIFT duoc thuc hién vdi 161 1a khoi ma hda bfing cac ky thuat
x40 ngau nhién hai khdi dit liéu vao bang cac phép toan logic co ban va dich bit. Dyra
trén thuat toan duogc dé xuat chiung toi dé xuat kién truc khoi ma hoa GIFT 128bit nhu
duwoc md ta chi tiét trong Hinh 4. Khéi ma hdéa dwoc xay dung dua vao ky thuat xay
dung mach dién t6 hop, diéu nay cho phép t6i wu chi phi va nang cao toc d6 xu ly phép
ma hoa. Tuy nhién, tong thé hoat dong ma hda duoc xay dung duya trén ky thuat thiét
ké dong bo; cac khdi chirc nang hoat dong dong bo vao xung dong ho chung. Dong thoi,
chting t6i bd sung cac tin hiéu bt tay d&€ dong bo qua trinh trao d6i thong tin gitta cac
khéi con. Do vay, kién trac trong Hinh 5 trinh bay chi tiét cac tin hiéu vao ra ctia khoi
INIT (thiét 1ap) bang cach st dung 16i 1a khdi ma héa ¢ Hinh 4.

PlainText—Lu—y e —r— = L _ _
Key |y Initial 5 .. SubCells 2 PermBits . AddRoundKey 3| Concatenation ... CipherText
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State 1)) Concatenation

Update wi—
e » Key

Hinh 4. Kién trac chi tiét khoi ma hoa GIFT 128bit
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INIT
rst_n rst_n
o_valid » o_valid
i_ready i_ready
clk clk
BLOCK_CIPHER
- Trunc 4 o_offset
i_N P PlainText
. 'Y
i K > Key CipherText $» oY

Hinh 5. Kién tric dé xuat cho khdi INIT khéi tao ma hoa
Nguyén ly bat tay trao d6i thong tin dura theo ky thuat xac thue thong qua tin
hiéu trang thai ttr khdi nhan. Tt khoi phat sé tich cue tin hiéu xac thuce (valid) d€ bao voi
khoi nhéan thong tin san sang; khoi nhan tin sé 1dp co ban (ready = un_active) béng tin

hiéu trang thai (ready).

PROC_AD
rst_n rst_n
o_valid » o_valid
i_ready i_ready
clk clk
iK P Key BLOCK_CIPHER
i AD
i Y _pre G /X:R\ @ P| PlainText G N
\—/ pherText » o_Y
o_offset ¥  offset

Hinh 6. Kién truc dé xuat cho khdi xu ly dir liéu lién két — PROC_AD
Cac khoi xtt ly d@t liéu PROC_AD va PROC_M ciing déu dung lai khdi ma hoa
két hop véi cac khdi xtt ly thong tin bang cac phép toan logic (XOR, OR va AND) két
hop v6i ky thuat ghép di liéu co ban. Chi tiét kién truc cho cac khoi xi ly dit liéu va xw
ly ban tin duoc trinh bay chi tiét nhw trong cac Hinh 6 va Hinh 7.
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PROC_M
rst_n rst_n
o_valid » o_valid
i_ready i_ready
clk clk
iK P Key BLOCK_CIPHER
i Y_pre G @ @ P PlainText
" '
> CipherText $» o_Y
o_offset ¥ offset
Y @ $o CT

Hinh 7. Kién tric dé xuat cho khoi xtt 1y ban tin PROC_M

3.3 Kiém tht kién trac dé xuat

Dua trén viéc nghién ctru giai thuat GIFT va ma ngu6n thuc thi dua trén ngdn
ngtt C++, chung toi dé xudt cac kién trac kha thi dé€ thyec thi giai thuat nay trén nén tang
FPGA nhu da trinh bay 6 trén. Pong thoi, chiing t6i tién hanh danh gia. Hinh 8 trinh bay
cu thé cac thanh phéan co ban dé€ trién khai hoat dong kiém thtr b ma héa va giai ma hoa
cua thuat toan GIFT. Hoat dong ki€ém thtr nay ching toi trién khai trén co s¢ giai phap
kiém thr da ndng — UVM. Toan bd ndi dung kiém thir dwgc st dung trén nén tang cong
cu truc tuyén edaplayground.

Sequence

Transaction }»

Environment

Agent
—b{ Sequencer l
PlainText_out

Driver CipherText

w 3

E Encryption Decryption g

£ i5
Monitor = Tag S |Auth

DUT top
-1 Auth
ainText_in
- FIFO PlainText_out
Scoreboard

Hinh 8. Kién trtc tong thé cho hoat ddng danh gia GIFT 128bit
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4. MO PHONG DE DANH GIA THU NGHIEM
4.1. Tong hop thiét ké

Toan b thiét ké ctia chiing t6i sau d6 dugc trién khai thong qua ky thuat mo ta
bang ngdn ngit mo ta phan cting Verilog; va sau d6 tong hop bang cong cu chuyén mén
la Quartus d€ mo phong danh gia thong qua phan mém ModelSim. Tt két qua mo ta
chung t6i da tién hanh tong hop duoc kién tric ctia by ma hda nhu trong Hinh 9. Kién
trtic nay hoan toan phit hop véi kién triic dé xuét ctia chiing t6i trong Hinh 3. O chiéu
nguoc lai, kién tric ctia bd giai ma cing duoc thuc hién theo nguyén tic phan ba vdi 4
pha tuong ting lan luot 1a khoi tao (init: decrypt_init); khéi xte ly di liéu; khoi xi ly ban
tin va khoi tao ban tin xac thuc nhu trong Hinh 10. Ddc diém riéng c6 cta giai thuat ma
héa GIFT la khéa bao mat dwgc dua vao str dung dé€ xdo tron véi tat ca cac khdi thong
tin khoi tao INIT, PROC_AD va PROC_M.

qift128_encrypt:encrypt

=]
int:encrypt_init
ck| ck
ikey[127..0]] I K[127..0 o _Y[127..0]
L 7. Ej i th7..¢ o offset[63..0] proc_msg_en:encrypt_msg
i_ready| i_ready o_valid o ct{127..0]
st sl proc_ad_en:enarypt_ad o proc_tag_en:encrypt._tag
i K[127..0
imsg[127..0 dk i M[127..0] 0 CT[127..0] i¥[127.0] 0 Tag[127..0 _n,tal][lZ,‘.‘ﬂ]
i_ad[127..0 i AD[127.0] iY pre[127.0 0 ¥[127..0] 0_Y_msg[127..0]
i K[127..0] o izl | i inlenf4..0 o vald o_valid
LY pre[127.0] 0 _offset[63..0] i offset]63..0
i_adlen[4..0; i adlen[4..0] 0_vald i_ready
i offset[63..0] st
i ready
st n
i_mien[4..0

Hinh 9. Kién truc tong hop duoc cua bd ma hoa GIFT 128bit
Kién truc khdi giai ma du van chia 4 pha twong dong khoi ma hda, tuy nhién bén
trong cac khdi chirc nang bén trong cac pha c6 su thay déi nho chi tiét bén trong. Do vy,
cac khoi chitc nang trong cac pha giai ma duwgc chung toi thiét ké'lai d€ phu hop véi hoat
dong giai ma theo ding thuat toan GIFT da duoc cong bé.

gift128_decrypt:decrypt

proc_ad_de:decrypt_ad
ck
Lad[127..0] i AD[127..0°
i K[127..0 0 Y[127..0]
LY pref127.0 0 offset{63..0]
i_adlen[4..0] i adlen[4..0 o_valid
i offset[63..0
Letli27.4, Lready proc_msg_de:decrypt_msg
i_clen[4..0] st n
& inic:decrypt_inic =
ikey[127..0 - i cmzr..n_]%
ck] Li(127,0] Mi127,01 0_msg[127..0]
LK[127..0 o ¥[127..0] 0 ¥[127..0] 0 Y_msg[127..0]
i_nonce[127..Q iN[127..0 o offset{63..0] o_valid o_valid
i_ready i_ready o_valid T G
st_n| rst_n|
i ¥127.0] o auth 0_auth
1tag[127. EAL i tag127..0] 0 20[127..0] 0_t2g[127..0]

Hinh 10. Kién truc tong hop ctia khéi giai ma GIFT 128bit
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Két qua tong hop cua toan bd thiét ké gom khoi ma hoa (Encoder) va giai ma
(Decoder) theo thuat toan ma héa GIFT-COFB 128bit duoc tong hop véi d6i chiéu voi
tai nguyeén cua KIT FPGA DE115 duoc liét ké nhuw trong

Flow Status Flow Failed - Wed Mar 04 14:23:00 2026
Quartus IT 64-Bit Version 13. 1.0 Build 162 10/23/2013 51 Web Edition
Revision Name aift
Top-evel Entity Name aift
Family Cydone IV E
Device EP4CE115F23C7
Timing Models Final
Total logic elements 282/ 114,480 ([ < 1 %)
Total combinational functions 282 /114,480( < 1%)
Dedicated logic registers 0/114,430 (0 %)
Total registers 0
Total pins 1,302 / 281 (463 % )
Total virtual pins ]
Total memory bits 0/3,981,312(0%:)
Embedded Multiplier 9-bit elements 0/532(0%:)
Total PLLs 0/4(0%)

4.2. Panh gia hoat dong ma hoa va giai ma

Trong bai bao nay chting t6i stt dung nguyén ly danh gia song song khi dong loat
thuc hién qua trinh ma héa va giai ma trén ma nguén ctia NIST cung cap va kién trtc
duoc dé xudt trén cong cu Quartus chuyén dung. Cung véi d6 ching t6i thuc hién qua
trinh danh gia dua trén tap di liéu ma NIST cung cap. Toan b két qua mo6 phong danh
gia voi tap dirliéu Ian 1 (Bang 1) dugc thé hién nhw trong Hinh 11. Cac két qua mo phong
danh gia ma chung t6i nhan dugc la hoan toan twong thich; diéu nay la minh ching cho
thiét ké ctia chung t6i dap ting dung giai thuat ma héa GIFT da duwgc NIST cdng bd.

ftbfdk LLCCCEL U T T LT T T T L LT LT LT T LT L LT T T
ftbfrst_n

ftbji_ad

ftbfi_msg

fb_key

ftbfi_nonce

ftbfi_clen

ftbfi_mlen

ftb/i_adlen

ftbji_ready

ftbjo_Y_msg_en

ftbfo_tag_en

ftbfo_ct i 2

ftbjo_msg g g 53 £B 1
ftbfo_tag_de 0

ftbjo_¥_msg_de

ftbjo_valid

ftbjo_auth

ftb/DUT fencrypt/encrypt_initfi_ready

}tb/DUT fencrypt/encrypt_init/gift126/counter R0

ftb/DUT fenarypt/encrypt_ad)i_ready I

ftb/DUT fencrypt/encrypt_ad/gift128 fcounter (T )1 1)1

fth/DUT fencrypt/encrypt_msafi_ready I

ftb/DUT fencrypt/encrypt_msg/gift128/counter (T Y I A ) 1)) O

Jtb/DUT/decrypt/decrypt_initfi_ready

ftb/DUT [decrypt/decrypt_init/gift128/counter (I Y I I E N I 113

ftb/DUT /decrypt/decrypt_ad/i_ready I

ftb/DUT fdecrypt/decrypt_ad/gift128 fcounter (R A I N B 111
ftb/DUT/decrypt/decrypt_msg/i_ready

ftb/DUT/decrypt/decrypt_msg/gift128/counter oo [ [ [ [ [ | i

Hinh 11. Két qua mo6 phong danh gid [an 1
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Bang 1. Bang dit liéu trong mo phong danh gia lan 1
PlainText 1E8DCD3C3B23F17606D7CDOD00F3E301
Key 89375212B2C2846546DF998D06B97B0D
AD E33724C67CFDE9F9462DF78C76D457ED
Nonce B1F056638484D609C0895E8112153524
CipherText EE14649A9783A426F6CE48A0491E49AB
Tag 23FC97DDDABB46A1B762793A0485AC4A
PlainText 1E8DCD3C3B23F17606D7CDODO0F3E301

Hoat dong mo phong danh gia thiét k€ duoc chung toi da ching thuc duoc quy
trinh ma hoda la hoan toan phu hop véi nguyén ly ctia thuat toan GIFT-COFB da dé xuat.
Véi cac dir liéu dau vao nhu trong Bang 1 thi cac két qua thu dwoc cling trung khop voéi
d@ liéu dau ra khi d6i chiéu thong tin moé phong 6 Hinh 11 va gia tri ¢ Bang 1.

Jtb/DUT fencrypt/fencrypt_init_ready 1

Jth/DUT fencryptfencrypt_init/gift 125 counter I T

Jtb/DUT/enaryptfencrypt_ad/i_ready

Jtb/DUT fencrypt/encrypt_ad/gift128/counter 00— T oD

[tb/DUT/enarypt/encrypt_msg/i_ready

Jb/DUT fencrypt/fencrypt_msg/gift126/counter o [T he oo

Jtb/DUT/dearypt/decrypt_initfi_ready I
[tb/DUT/decrypt/decrypt_init/gift128 fcounter VT S I A S )11 )i
[tb/DUT/decrypt/decrypt_ad/i_ready

[tb/DUT/decryptfdecrypt_ad/gift128/counter o [ [T T e
[tb/DUT/decrypt/decrypt_msg/i_ready e e ——
Jtb/DUT,/decrypt/decrypt_msg/gift128/counter o [ [ [ [ [ [ | e

Hinh 12. Két qua md phong danh gia lan 2

Két qua mo6 phong duoc danh gia Ian hai cling véi bang thong tin cta tai liéu tiéu
chuan va két qua thu duoc cling hoan toan trung khéi véi dit liéu tiéu chuan. Chung toi
st dung tap cac khdi dir liéu dau vao va diéu khién qua trinh ma hoéa thich hgp thi sau
80 vong 1dp cho mdi lan ma héa & mdi pha ctia qud trinh ma hda chiing tdi thu dwgc ban
tin ma hoa va TAG twong ting cho tirng khoi ma. Sau do6, ban tin ma hda duoc dua vao
khoi giai ma dé khoi phuc ban tin gdc va thé xac thuc TAG dé kiém ching dit liéu ma
hoéa. Tat ca tin hiéu vao/ra va dit liéu trao do6i bén trong khoi ma hoa va giai ma duoc
trinh bay trong Hinh 12.
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Bang 2. Bang dit liéu mo6 phong danh gia [an 2

PlainText DESE28BD2E58495CE2CA4EC5F4007 AES
Key E77696CE793069F247ECDB8F8932D612
AD 0573870AB1EF6263B2A7266596 AB582C
Nonce BBD2727772 AFF7E5D513D2 A AE2F784C5
CipherText 7902E8BAF3FOE726BEF0108151CEFEB6
Tag CDO0C860B2BED00546FF31F0A042AFDEQ
PlainText DESE28BD2E58495CE2CA4EC5F4007 AES

4.3 Két qua kiém thw

Nham nang cao do tin ciy cta thiét k& va huéng dén kha nang danh gia toan
dién thiét ké hudng dén viéc trién khai thiét ké trong cac hé thong thuc, ching toi tién
hanh kiém thtt bd ma héa va giai ma GIFT bang phuong phap kiém thtr da nang - UVM.
Trong bai bao nay ching toi st dung cong cu truc tuyén dugc cung cép tir trang dién tw
[11]; day la mot cong cu truc tuyén chuyén dung va dang tin cdy cho cac hoat dong mo
phong va danh gia cac thiét ké vi mach. Két qua  kiém thw thiét k€ ctia chung t6i dwoc
trinh bay nhu trong Hinh 13. Tt bdo cdo nay cho thdy ro két qua thiét k& cua chiang to6i
la hoan toan phu hop véi cac yéu cau ctia mét thiét ké cho vi mach chuyén sau va ciing
phtt hop cho ca kha nang trién khai trong moi truong hoc thuéat vé thiét ké vi mach.

-—- UWM Report Summary ---

Report counts by severity
UWVM_INFO :@ 123

UVM_ERROR : 0
UVM_FATAL : 0

** Report counts by id
[DRIVER] 56
[MONITOR] 40
[RNTST] 1
[SCOREBOARD] 24
[TEST_DONE] 1
[UWM,/RELNOTES] 1

$finish called from file "/apps/vcsmx/ves/U-2023.03-5P2//etc/uvm-1.2/src/base/uvm_root.svh™, line 527.
$finish at simulation time 8065
VCS5 Simulation Report
Time: 8065 ns
CPU Time: 0.640 seconds; Data structure size: 0.4Mb

Hinh 13. Két qua kiém th dwgc cdng cu bao cdo
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5. KET LUAN

Giai thuat ma hoa GIFT-COFB thudc nhém ma hoéa trong s6 nhe véi vu diém
giam thiéu cac phép tinh s6 phiic hop, tan dung t6i da cac phép tinh logic va dich bit rat
phti hop véi kha nang trién khai trén phan cténg. Thiét ké chia 4 pha va k§ thuat bat tay
bang tin hiéu xéac thue va phan hoi la phit hop véi nguyén ly thue thi phan cting cho cac
giai thuat ma hda trong s6 nhe. Viéc tan dung cac ki thuat md ta bang thiét k& mach t&
hop cho céc budc xoan da gop phan tiét kiém chi phi thuc thi phan cimg. Cac két qua
mo phong danh gia ctia chiing t6i da chitng minh duoc tinh dting dan ctia cc kién trac
dé xuét la twong thich véi nguyén ly ma héa GIFT-COFB [10].

Viéc van dung giai phap  kiém tht da nang - UVM trong cac thiét ké phan
cing la phut hop v6i xu hudng phat trién cta linh vyce thiét k€ vi mach trong ca hoat
dong nghién cttu cling nhw trong cong nghiép. Quad trinh van dung giai phdp UVM trong
qui trinh  kiém tht thiét ké bd ma hoa va giai ma dua theo thuat toan GIFT-COFB gop
phan khang dinh d6 tin cay ctia thiét ké ctia ching toi.

Trong thoi gian sap t6i chiing toi sé tién hanh  kiém thit da dang cac giai phap
ctng hda cho cac giai thuat ma hda da duoc kiém chiing qua cac vong danh gia caia NIST
[12] [13]. Sau d6 sé co sy so sanh danh gid cac két qua thu dwoc mét cach toan dién cac
chi phi va kha nang trién khai trong cac hé thong IoT thuc tién.
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DESIGN AND VERIFICATION GIFT-COFB 128BIT ENCODER
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ABSTRACT

The IoT system is an inevitable development trend for embedded systems, as they
continue to expand and diversify in both application domains and technological
deployments. The lightweight cryptographic algorithm family is an optimal solution
for addressing internal security challenges within IoT systems. In this paper, we
focus on presenting the most comprehensive hardware-oriented implementation of
the lightweight cryptographic algorithm GIFT-COFB, providing a concrete
approach to thoroughly addressing communication security challenges in IoT
systems. We propose a detailed design and practical implementation of the 128-bit
GIFT encryption algorithm on an FPGA platform, combined with a versatile UVM-

based verification solution to enhance the reliability of the proposed design.

Keywords: GIFT-COFB, LWC, encode, UVM.
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