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TOM TAT

Blockchain la mét cong nghé cho phép truyén tai dir liéu mot cach an toan dwa vao
hé thong ma hod vo cung phtc tap, twong tu nhw cudn so cai k& toan cia mot cong
ty, noi ma moi hoat dong lién quan dén tién bac cuia cong ty duoc gidm sat mot
cach chat ché. Vai nam gan day, cong nghé blockchain 3.0 da vuot khoi bién gidi
cua linh vuc tai chinh - tién té va thAim nhdp da dang vao céc céc linh vyc khac.
Blockchain mé ra co hoi cho nganh vién thong nang cao hiéu qua quan ly khai thac
mang lwdi, kinh doanh va giao dich cac loai tai san s& nhu cac dich vu ndi dung,
quan ly chudi cung tng bang hop dong thong minh, dac biét 1a an ninh mang va
ngan chan gian 1an. Trén co s& d6, bai bao nay dé xudt phuong phap giai quyét
vén nan gian 1an chuyén viing qudc t& trong linh vuc thong tin truyén thong bang
cong nghé blockchain nham ting cuong hiéu qua trong viéc quan ly, khai thac dich

vu chuyén vung vién thong.

Tt khéa: blockchain, chuyén viing, vién thong.

1. MO PAU

Cong nghé blockchain khong phai la mot phat minh méi la ma la sy két hop
gitta 3 loai cong nghé da ton tai qua nhiéu ndm: mang ngang hang [1], ly thuyét mat
ma [2] va ly thuyét tro choi [3]. Blockchain dwgc st dung trong viéc luu trit thong tin
trong cac khoi thong tin dugc lién két voi nhau va duoc quan ly boi tat ca moi nguoi
tham gia hé thong. Blockchain duoc tao ra dé€ chdng lai sy thay doi di liéu trong hé
thong, khong thé lam gia, khong thé pha huy sw lién két gitra cac khoi thong tin. Thong
tin khi dwoc nhap vao trong chudi khdi blockchain thi s& khéng thé thay doi va chi
dugc bd sung thém thong tin khi c6 sy dong thuan cua tat ca cac bén trong hé thong.
Cac loai cong nghé duoc st dung trong blockchain la:
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Mat ma hoc: St dung public key trong chit ky s6 va gia tri bam cua hash
function d€ dam bao tinh minh bach, toan ven va riéng tu.

Mang ngang hang: Mot hé thdng mang ma moi mot ntt trong mang cé vai tro
nhw nhau, te quan ly tai nguyén ctia minh. Mot nit dugc xem nhu mét client va cling
la server dé lwu trix ban sao dir liéu.

Ly thuyét tro choi: Tat ca cac nut tham gia vao hé thong déu phai tuan thu luat
choi dong thuan (PoW, PoS...) va duogc thiuc day boi dong lwc xac dinh trudc [4].

Cdng nghé blockchain déng vai tro gidng nhw mot cudn sd cai ghi lai tat ca cac
giao dich xay ra trong hé théng va c6 cac dédc diém chinh cé thé ké dén nhu:

Tinh bét bién: Blockchain hoat dong theo nguyén tac khong thodi thac va khong
thé dao nguoc giao dich. Blockchain la bat bién boi vi mét khi dix liéu da dwgc ghi vao
s0 cai, khong ai c6 thé bi mat thay d6i dit liéu ¢t ma khong bi mang phat hién [5] (tic
la, blockchain c6 kha nang chdng gia mao). Tinh bat bién dwoc bao dam nho st dung
cac thuat toan bam.

Bio mdt: Nguoi dung chi c6 thé chuyén di liéu néu ho so hitu khoa riéng. Khoa
riéng duwoc st dung dé tao chit ky cho mdi giao dich blockchain ma nguoi dung gtri di.
Chit ky nay xac nhan rang giao dich da dén tir nguoi dung va ciing d€ giit cho giao
dich khong bi thay d6i boi bat ¢t ai mot khi né da duoc phat hanh [5].

Tinh minh bach: Cac ban ghi trén blockchain cé thé duoc kiém tra bdi cac bén
tham gia duoc xac dinh trude [5]. Vi du, trong cac blockchain cong khai, tat ca moi
nguoi co két noi Internet déu cé quyén truy cap vao so cai va kiém tra moi giao dich.

Hop dong thong minh: La cac hop dong duoc viét thanh ma may tinh hoat dong
trén blockchain, né bao dam tat ca cac bén tham gia déu biét dwoc chi tiét hop déng va
cac diéu khoan sé duoc ty dong thuc hién mét khi cac diéu kién dwoc bao dam ma
khong can bén thit ba can thiép [6].

2. PHUONG PHAP NGHIEN CcUU

Trén co s& cac khoi kién thic da ¢é nhu ly thuyét mat ma, mang ngang hang va
ly thuyét tro choi, phwong phap nghién ctru duoc st dung trong bai bao la tim hiéu du
an Hyperledger Fabric (HF) [8], m0t du 4n cta Linux Foundation khéi dong vao nam
2016 nham muc dich thtic ddy cac cong nghé blockchain cong nghiép phat trién. HF
cling hd tro viéc ing dung blockchain dé thiét 1ap bo khung s6 cai phan tén cdp doanh
nghiép va du an nay dang la mot trong 8 du an duoc trién khai véi su gop stic cua IBM
va Digital Asset. O day, ching t6i stt dung giai phdp ma ngudn mo ctia IBM, bang cach
stt dung mot hop dong chuyén viung thong minh trén HF nham chi phéi giao dich gitta
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thué bao di dong va cac nha mang d€ phuc vu quan ly, giam sat, tinh cudc st dung
dich vu vién théng [9].

3. NEN TANG BLOCKCHAIN HYPERLEDGER FABRIC

Du én Hyperledger ra doi nham muc dich thic ddy va phat trién cac cong nghé
blockchain coéng nghiép. Thay vi tuyén b8 modt chudn blockchain duy nhat,
Hyperledger khuyén khich cach tiép can hop tac dé phat trién nhiéu cong nghé
blockchain khac nhau théng qua quy trinh cong dong, nguén mé. HF la mét trong
nhtng dy an con trong Hyperledger va thudc loai blockchain cé cap quyén
(permissioned), nghia la cac thanh vién tham gia mang phai dang ky qua mot nha cung
cap dich vu thanh vién (MSP- Membership Service Provider). Trong HF, dix liéu s6 céi
6 thé dugc luu ¢ nhiéu dinh dang khac nhau, cac co ché dong thuén cé thé duwoc hoan
déi, va cdc MSP khéc nhau dugc hd tro. HF cung cip kha ning tao kénh [8], cho phép
mot nhém nguoi tham gia kénh va chi nhitng ngwoi nay maéi c6 ban sao cua sd cai trén
kénh do.

3.1 S& cai chia sé

HF cé phéan hé s6 céi bao gom hai phan: world-state va log giao dich. Phan
world-state mo ta trang thai ctia sO cai tai thoi diém hién hanh, né la database luu triv
cac ban ghi duwdi dang key-value (hién tai cho phép tuy chon dung LevelDB hodc
CouchDB). Phan log giao dich ghi lai tit ca cac giao dich dwa dén gia tri hién tai cta
world-state, né chinh la chudi cac block lién két nhau dang st dung boi kénh (hinh 1).

3.2 Cé’u trﬁc blOCk /\—/—\/ Blockchain

B1
BlOCk du’O‘C i L] L] : Block
tao thanh tr b6 cac | |0 Fo (BT [ | |B2 [ ] |®8 [

00 D1 D2 D3 Block data
(genesis) =]
T5

cap nhat s& cai. Mdi [MO | ML | M2 | [m3 | Block metadata

block ¢6 3 phan /\/\/ N

chinh:

giao dich, moi giao

dich 1a mét yéu cau Giao dich

Hinh 1. Vi du blockchain B gom 4 block

- Header, gom cac truong: s3 hiéu block bat dau tir 0 va ting dan; gid tri bam ctia
block hién tai; gia tri bdm ctia header block ké trudc.

- Data: gom mdt tap danh sach céac giao dich da duoc sap xép.

- Metadata: bao gobm cac metadata nhu: timestamp khi block dwoc ghi, chtng chi s,
public-key va chit ky s6 ctia bén ghi block.
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3.3 CAu trac mot giao dich

Moi giao dich c6 cau triic nhw hinh 2, bao gom:

- Header: bao gobm mo{t s0 metadata chtta tén  |Giao dich
chaincode va phién ban Header

- Chit ky: chit ky s6 cua itng dung yéu cau thyec hién Chi ky giao dich

giao dich.

- Dé xuat (Proposal): chita danh sach cac tham s& De xust giao dich

dau vao do ung dung dua ra dé€ goi mot ham nao
, . Pép rng giao dich
do trong chaincode.

- Dédp utng (Response): két qua dau ra cha Cdc béo chiing
chaincode, la tap doc/ghi (RW-set).

- Cac bao chung (Endorsements): danh sach cac 25 cay tric mét giao dich
phan hoi dé xuat giao dich duwoc tinh toan tir cac
nut ngang hang c6 trong chinh sach ching thuec.

3.4 Hgp dong thong minh

Hop dong thong minh trong HF la mot tap cdc ham dwoc goi la chaincode va
dwgc mot ing dung bén ngoai blockchain goi khi ting dung do6 can tuong tac cap nhat
s0 cai. Trong hau hét cac treong hop, chaincode chi twong tac véi thanh phan world-
state database ctia s0 cai cht khong phai nhat ky giao dich. Chaincode c¢6 thé duoc viét
bdi mét trong sd cac ngdn ngtl ldp trinh nhw Go, Java, Node.

3.5 Quyén riéng tw

D6i véi cac mang public, quyén riéng tu khong phai la méi quan tam hang dau
ma tuy thudc vao nhu cau st dung mang. Nguoc lai, nhitng nguoi tham gia mang gitra
cac doanh nghiép (B2B-Bussiness to Business) c6 thé cuc ky nhay cam vé luong thong
tin ho chia sé. HF hd tro cic mang trong d6 dam bao quyén riéng tu bang cach st dung
cac kénh la mot yéu cau then chét cung véi viéc mang chi md mot cach twong doi.

4. UNG DUNG KHAI THAC DICH VU CHUYEN VUNG QUOC TE
4.1 Baitoan datra

Trong linh vic vién thong di dong, chuyén viing (roaming) quéc t& la mot
trong nhitng dich vu mang lai doanh thu rat cao. C4c cong ty vién thong o cac qudc gia
thuong co thoa thuan an chia vé chuyén vung véi nhau dé€ cung cap dich vu dén khach
hang. Chuyén vung qudc t€ cho phép thué bao cua mdt mang di dong trong nudc khi
di ra nudc ngoai van sw dung dwoc cac dich vu mot cach binh thwong thong qua cac
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mang di dong & nudc so tai. Tuy nhién day ciing la dich vu thuwong bj tan cong gian lan
d€ chiém doat doanh thu cudce phi.

Gian 1an chuyén viing dién ra khi thué bao di dong chuyén vung va gay phat
sinh cudc phi 16n nhung khong c6 y dinh thanh toan [7] cho nha mang thuong tra
HPMN (Home Public Mobile Network). Ké gian 1an c6 duwoc cac SIM card bang nhiéu
cach nhu danh cip, nhan ban hodc dang ky thué bao gia mao va mang ra nudc ngoai
chuyén vung dé€ sit dung cho cac giao dich ¢6 mutc cuedc phi cao nhu goi qudc t€ hoac
truy cap cac dich vu ndi dung gia cao. HPMN khong thu duwoc cwdce phi ctia thué bao
gian 1an nhung van phai chi tra doanh thu két ndi cho ddi tac chuyén vung.

Hanh vi gian lan chuyén vling qudc t€ loi dung thoi gian tré trong co ché trao
ddi doi soat dit liéu gitta nha mang thwong trit va nha mang tam tri. Ban ghi chi tiét
(CDR-Call Detail Records) cua thué bao chuyén vung dwgc ghi béi nha mang tam tra
VPMN (Visited Public Mobile Network) va sau mdt chu ky thoi gian dwoc tap hop vé
mot trung tam thanh toan bu trit DCH (Data Clearing House) [7]. DCH chuyén file s6
liéu cho HPMN dé€ thuc hién d6i soét va tinh cude, quy trinh nay ¢ thé mat dén mot
tuan. Nhu vay khi HPMN phat hién duoc thué bao gian lan dé ngan chan thi thiét hai
da kha I6n.

Chéng gian lan dich vu chuyén vung la mét trong nhiing wu tién trong nganh
vién thong di dong va day thuc sw la mot cudc chién chua cd hoi két. Nhiéu to chie da
dua ra mot s8 ki thuat va tiéu chuan nham rat ngén khung thoi gian trao ddi ban ghi
chi tiét cudc goi xudng con 4 gio da giup han ché bét nhiéu vu gian 1an 16n. Tuy nhién
bat chap sang kién nay, néu mot nhom gian 1lan dung mot cum vai chuc thé SIM thi
chiing van c6 thé gay ra nhiéu thiét hai trong vong 4 gio, véi mic ton that dao dong tir
50 dén 100 nghin USD [10].

4.2 Hwong giai quyét dua trén cong nghé blockchain

Blockchain cé thé 1am thay ddi sau sic nganh cong nghiép vién thong. TS chikc
tw van qudc té Deloitte da néu ra 4 truong hop st dung c6 thé tng dung blockchain:
quan ly gian 1an, dich vu cung cdp xac dinh danh tinh, trién khai 5G va két n6i IoT [11].
Dai v6i phong chdng gian 1an chuyén vung co thé stv dung cac bién phap sau:

4.2.1 Trién khai thoa thuan chuyén viing bang smart contract

Mot blockchain cap phép cd thé trién khai gitta cdc nha mang. Thoa thuan
chuyén vung gitta HPMN va VPMN dugc thuc thi duwdi dang mot hop dong thong
minh sé dugc kich hoat khi c6 mét giao dich mang dit liéu CDR dwoc phat trén mang
blockchain nhu trong hinh 3.
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HPMN HPMN VPMN VPMN
Node 2 Node n Node n Node 2

Théa thuan chuyén viing
Smart Contract

T

kich hoat ghi
CDR vao blockchain

Tram Thué
phat bao

Thanh toan

Hinh 3. Minh hoa st dung hop dong chuyén vung thong minh

Hanh vi chuyén vung cua mét thué bao trong mang VPMN sé kich hoat mot
hop déng thong minh va cac diéu khoan cua thoa thuan chuyén vung sé duoc ty dong
thuc thi. Do d6, thong tin chi tiét cudc goi va cudc phi phai tra duoc ghi nhan tic thoi
trén blockchain. Diéu nay gitip xac minh cling nhu giai quyét gian 1an ngay trong cac
diéu khoan cua hop dong thong minh dua trén blockchain. Cac nha khai thac ciing ¢
thé loai b vai tro trung gian cta t6 chite DCH dé€ tiét kiém chi phi.

4.2.2 Nhan dang thué bao bing public key

Ma héa khoéa cong khai — khoa riéng duoc ke thira trong blockchain ¢6 thé dung
dé xac dinh mot thiét bi va lién két thiét bi d6 v6i moét danh tinh ctia thué bao. Thay vi
phai phat s& IMSI (International Mobile Subscriber Identity) 1én mang d€ xac dinh thiét
bi, khoa cong khai cua dién thoai duoc sé dwgc gii 1én mang. Thiét bi luu gitr bao mat
khoa riéng, bat ky ai khac déu khong thé biét khoa riéng cua thiét bi.

Giai phap “eSIM” nay c6 thé gitp bao vé thong tin riéng duwoc ma hda trong
khoa riéng. Khéa riéng dwoc lién két véi chi mot thiét bi cu thé va do d6 rat kho bi
danh cap. Khéa cong khai duwoc stt dung dé xac dinh thiét bi va cdp quyén cho thiét bi
trén mang. Thué bao duwoc dinh danh bang khda cong khai nay, trong khi c6 thé giit bi
mat thong tin khoéa riéng. Bang cach nay, cac dich vu chi c6 thé dugc st dung boi thué
bao da dang ky.

4.3 Xay dung hé thong khai thac dich vu chuyén ving

Théng 9/2018, IBM cdng bd ma ngudn mé mot hop dong thong minh mau trén
HF danh cho chuyén viing vién thong [9], gom mot s§ ham phuc vu cac giao dich giam
sat, két noi va tinh cwde dich vu dam thoai cho thué bao chuyén vung. Dua trén mau
ma nguodn nay, chung tdi diéu chinh nghiép vu xt ly d6i véi dich vu thoai cho phu hop
voéi thuce t€ cua doanh nghiép, dong thoi bo sung xtt ly cho cac dich vu chuyén vung
khéc gom dich vu nhin tin ng.’fm (SMS) va dich vu dir liéu (mobile broadband).
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Hé thong khai thac dich vu chuyén viing nay c6 nhiing loi ich sau:

- Tw ddng kich hoat va thuc thi hgp dong chuyén vung gitta HPMN va VPMN
theo hanh vi ctia thué bao.

- Cho phép xtt ly tinh cudc gan nhuw tic thoi, loai bo cac quy trinh ctia bén thit ba
gay ton kém (loai bo cac td chite DCH).

- Cung cap kho luu trit cac giao dich dé dang kiém chiing gitta cac nha mang.

- Quan ly dinh danh hiéu qua dé€ giam thiéu gian lan dang ky va chuyén vung.

- Canh bao theo thoi gian thuc vé cac van dé vuot mutc sit dung di liéu / cude
goi gitra cac bén, dan dén sy hai long cua khach hang tang lén.
4.3.1 Biéu d6 nglt canh hé thong khai thac chuyén ving

Thué bao roaming

Cac nha cung cap

B % n . Nha mang thuéng tra
dich vu vién thong di HPMN & D6i tic chuyén viing
VPMN
dong sé tham gia vao mot (_(g))
mang  blockchain HF ' @

(hinh 4). Trai tim cta mo Quén I thué bao, Ghi di liéu COR

hinh nay la mot hop dong di liéu cudc phi

thong minh chi phdi cac

twong tac gitra thué bao di

dong va nha mang viéen

théng. Moi nha mang déu / &\]
cO cac ban sao sO cai nhu /

. X Thué bao vurgt han mic \ / i
nhau, thong tin duogc trao Thué bao gian lén

d{ﬁ va cap nhat tc thoi Hinh 4. Biéu d6 nglt canh hé thong khai thac chuyén vung
bang céac giao dich khong

thé dao nguoc. Céc tac

nhan chinh gom co:

- Céc nha cung cap dich vu vién théng CSP (Communication Service Providers):
Tuy theo ngtt canh d6i véi thué bao di dong, mot CSP o thé dong vai tro la nha mang
thwong tra hodc la d6i tac chuyén vung.

- Céc SIM thué bao di dong (SubscriberSim): Hiéu don gian mdi thué bao dwoc
dai dién bdi mot khoa cong khai kem theo s6 dién thoai di dong. Thué bao cé thé la
chuyén vung hop phap, thué bao dang vuogt han muc st dung hoac la thué bao gian
lan.
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4.3.2 Cac chttc nang cta hé thong

Céc chttc nang cua
hé théng gom co:
- Quan ly dang ky thueé
bao: tao SIM thué bao;
Xoa SIM thué bao; Xem
lich st hoat dong cudc
phi.
- Nhan dang thué bao
chuyén vung: Phat hién
SIM chuyén vung; Xac
thiee thué bao; Cap nhat
gia cudc chuyén vung.
- Quan ly gidm sat cudc
goi chuyén vung: Kiém
tra gian lan; Canh bao han
murc; Khoi tao cudc goi;
Tinh cuwdc cudc goi; Két
thuc cudc goi.

<<|"C1Uﬂi’_}‘_, Tao SIM thué bao

Nhd mang thurérng
trii (HPMN)

HE THONG KHAI THAC DICH VU CHUYEN VUNG VIEN THONG

Buan by dng k5~
S ¥o0a SIM thué bao
<<includeri -, \\\_._.—/

-5

m

-

C4c nha cung cip
dich vu vien théng
(CsP)

Déi tic chuyén viing
(VPMN)

4.3.3 Co so dir liéu (CSDL) cua hé théng

CSDL ctia hé thong dwgc mo ta

qua biéu d6 16p nhu hinh 6. Trong d6
Lép SubscriberSim dai dién cho SIM
thué bao. Thué bao phai dang ky dwoc
quan ly boi mot nha mang thuwong tra
(HPMN). Khi thué bao chuyén vung,
thué bao dwoc phuc vu bdi mét nha
mang d6i tac (VPMN). Cac nha mang
duoc bidu dién chung boi 16p cc nha
cung cdp dich vu vién thong (CSP). Cac
ban ghi chi tiét cudc goi da thuc hién

ddng, curdc phi

- Phét hién SIM
<sinclude>> 5 chuyén ving

Nhan dang thug X, <<includez> . )
bau'chuyéa ving 4T3 XAc thire thué bao

<elnchudensd
ap nhat gid croC
chuyen ving

Kiém tra gian Ian

’

=<Includez>,

Quan Iy giam sat_—~<<Includez> ] =
--------- Canh bao han mirc
=, =sinclude>>

¥
i S -

<<includes=t e =" Knéi tao cube goi
i ulndude:‘:‘\_‘

W Kt thiic cudc goi

Hinh 5. Cac chttc nang ctia hé thong

I

duoc mo ta qua biéu d6 Use Case

SubscriberSim
-publicKey - String
-msisdn : String
CSlP 4 Quanly | -address: String
-name : String | -homeOperatorName : String
-region : Siring 0-% | ocation - String
-overageRate: float -latitude : String
-roamingRate : float -longitude - String
-type : String -isValid : boolean
0.1 -isReaming : boolean
-roamingFartnerMame : String
o 01 ramingRate : float
chuyen ving -gverageRate: float
_ -overageThreshold - float
CallDetails -allowOverage : boolean
-callBegin : DateTime |  « -overageFlag : boolean
-callEnd : DateTime - -callDetail - String[]
-callCharges : float o 1 type : String

ctia thué bao duoc biéu dién boi 16p

CallDetails.

Hinh 6. CSDL ctia hé thong

duwoc mo ta qua biéu do6 16p
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4.4 Két qua cai dit th nghiém

Domain: example.com

Ching t5i cai dit mod

\ B « A s e Cac nat chay Orderering Service (Raft)
hmh mang HF thu’ nghlem vO1 orderer.example.com: 7050

: * ordererl.example.com: 8050
orderer2.example.com: 9050

glé dlnh 03 CSP khac nhau cé orderer3.example.com: 10050

ordererd.example.com: 11050

thoa wdc chuyén vung qudc té,

T8 chirc: VinaPhone T6 chirc: SingTel T8 chirc: KoreaTel
(vinaphone.example.com) (singtel.example.com) (singtel.example.com)

gom Vinaphone (Viét Nam),
SingTel  (Singapore)  vA S | | | S| | |
KoreaTel (Hén Qu6c)_ MSI [peerl].vinaphon:feex':nple.mm'7051] [ peerO.singteI.Zi::nz\e.com:9051 ] [peErO.korea(EI.Peex::r:)ple.mm:11051]

Peer 1 Peer1 Peer1

\ A A? 7 .
CSP 1a mot to chirc tham gia || {peertinaphoncosampte.com:sosa) | | [_peertsngtetoomplecom: 10051 | | | | peertoresteroomplecom: 2051

vao kénh HF, s& hitu cac nut
peer ngang hang va CA riéng Hinh 7. M6 hinh cai dat tht nghiém
d€ cap chung chi cho moi ndt,

user, ung dung thudc to chiic

minh (hinh 7).

Mot s6 kich ban thtr nghiém kich hoat cac giao dich quy dinh trong chaincode
d3 cai dat trén kénh HF:

- Khoi tao cap phat SIM cho thué bao: CSP goi ham createSubscriberSim cta
chaincode d€ ghi thong tin thué bao gom khoda céng khai, sd danh ba, dia chi... vao sd
Cai.

- Thué bao di chuyén ra nudc ngoai: Tram phat song ctia CSP ddi tac chuyén
vung sé kich hoat ham moveSim cua chaincode d€ cap nhat vi tri méi cua SIM. Tiép
theo, ham discovery dugc kich hoat d€ phat hién thué bao. Thué bao duoc xac thuwc
bang ham authentication va duoc cap nhat gia cede goi chuyén ving twong ting bang
ham updateRate ciia chaincode.

- Thué bao khoi tao cudc goi chuyén vung: Tong dai CSP d6i tac goi ham
verifyUser ctia chaincode d€ kiém tra thong tin thué bao trong s6 cai. Néu hop 16, thué
bao sé duoc phép thuc hién cudc goi va ham callOut ctia chaincode duoc kich hoat dé€
bat dau ghi cudc.

- Thué bao két thuic cudc goi chuyén vung: Tong dai CSP do6i tac sé goi ham
callEnd cta chaincode d€ cap nhat thoi gian két thuc cudc goi trong ban ghi chi tiét
CDR va luu vao so cai. Tiép theo, ham callPay duoc kich hoat d€ yéu cau chaincode
tinh tién cho cudc goi dua trén s6 liéu CDR cua thué bao.

Toan b¢ lich st bién dong thong tin, d&t liéu lién quan dén thué bao qua cac
giao dich déu duoc luu gitr trén blockchain, trong dé quan trong nhat la cac ban ghi
cudce chi tiét cudc goi CDR dugc ghi nhan va tinh cudce tie thoi, cd thé duoc truy van
boi tat ca cac CSP tham gia hé thong (hinh 8).
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Key: 0

Record: { publicKey: 'sim1_pkey', msisdn: '+8491.8888888', address: 'Hue',
homeOperatorName: 'VinaPhone', roamingPartnerName: ", isRoaming: 'false’, location:
'Vietnam', latitude: ", longitude: ", roamingRate: "', overageRate: ", callDetails: [], isValid: ",
overageThreshold: '10.0', allowOverage: ", overageFlag: 'false’, type: 'SubscriberSim' }

Key: 1

Record: { address: 'Hue', allowOverage: ", callDetails: [], homeOperatorName: 'VinaPhone',
isRoaming: 'false', isValid: ", latitude: ", location: 'Korea', longitude: "', msisdn:
'+8491.8888888', overageFlag: 'false', overageRate: "', overageThreshold: '10.0', publicKey:
'sim1_pkey', roamingPartnerName: ", roamingRate: ", type: 'SubscriberSim' }

Key: 2

Record: { address: 'Hue', allowOverage: ", callDetails: [], homeOperatorName: 'VinaPhone',
isRoaming: 'false', isValid: 'Active’, latitude: ", location: 'Korea', longitude: ", msisdn:
'+8491.8888888', overageFlag: 'false', overageRate: "', overageThreshold: '10.0', publicKey:
'siml_pkey', roamingPartnerName: ", roamingRate: ", type: 'SubscriberSim' }

Key: 3

Record: { address: 'Hue', allowOverage: ", callDetails: [], homeOperatorName: 'VinaPhone',
isRoaming: 'true’, isValid: 'Active’, latitude: ", location: 'Korea', longitude: ", msisdn:
'+8491.8888888', overageFlag: 'false', overageRate: '1.7', overageThreshold: '10.0', publicKey:
'sim1_pkey', roamingPartnerName: 'KoreaTel', roamingRate: '1.2', type: 'SubscriberSim' }

Key: 4

Record: { address: 'Hue', allowOverage: ", callDetails:

[ { callBegin: '2020-04-22T04:26:23.000Z', callEnd: ", callCharges: " } ], homeOperatorName:
'VinaPhone', isRoaming: 'true’, isValid: 'Active’, latitude: ", location: 'Korea', longitude: ",
msisdn: '+8491.8888888', overageFlag: 'false', overageRate: '1.7', overageThreshold: '10.0',
publicKey: 'sim1_pkey', roamingPartnerName: 'KoreaTel’, roamingRate: '1.2', type:
'SubscriberSim' }

Key: 5

Record: { address: 'Hue', allowOverage: ", callDetails:

[ { callBegin: '2020-04-22T04:26:23.000Z', callCharges: ", callEnd: '2020-04-22T06:44:56.000Z'
}1, homeOperatorName: 'VinaPhone', isRoaming: 'true’, isValid: 'Active’, latitude: ", location:
'Korea', longitude: "', msisdn: '+8491.8888888', overageFlag: 'false’, overageRate: '1.7',
overageThreshold: '10.0', publicKey: 'sim1_pkey', roamingPartnerName: 'KoreaTel',
roamingRate: '1.2', type: 'SubscriberSim' }
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Key: 6

Record: { address: 'Hue', allowOverage: ", callDetails:

[ { callBegin: '2020-04-22T04:26:23.000Z', callCharges: '166.80', callEnd: '2020-04-
22T06:44:56.000Z' } ], homeOperatorName: 'VinaPhone', isRoaming: 'true’, isValid: 'Active’,
latitude: ", location: 'Korea', longitude: ", msisdn: '+8491.8888888', overageFlag: 'false’,
overageRate: '1.7', overageThreshold: '10.0', publicKey: 'sim1_pkey', roamingPartnerName:
'KoreaTel', roamingRate: '1.2', type: 'SubscriberSim' }

Hinh 8. Lich st s6 liéu mot thué bao dwoc ghi nhéan trén blockchain

5. KET LUAN

Trong bai bdo nay, bang c6ng nghé blockchain va tmg dung nén tang HF chung
t6i da giai quyét bai toan quan 1y khai thac dich vu chuyén viing di dong bang cach st
dung hop dong ky thuat sd dé thuc hién thoa wdc chuyén vung qudc té gitra cac CSP.
Chung t6i cling da thuc hién cai ddat mo6 hinh mang blockchain HF va thtt nghiém mot
sO kich ban khai thac. Két qua thit nghiém cho thdy tinh kha thi trong viéc phong
chdng tan cong gian 1an chuyén vung, chong thét thoat doanh thu. Cac CSP ciing ¢6 co
hdi cat giam chi phi thué cac t& chiic qudc t& trung gian dé ddi soat can trir doanh thu
vién thong. Cac s0 liéu chi tiét cudc goi, cwde phi duoc ghi nhan tic thoi, bat bién trén
s6 céi blockchain va dé dang dugc kiém chiing gitp ting cwong s tin cay gitra cac ddi
tac va sw hai long cua khach hang.

Bén canh cac wu diém noi trén, hé thdng nay ciing cé nhuwoc diém do tinh chat
bat bién ctia blockchain. Toan b lich st thong tin thué bao, dit liéu chi tiét cudc goi va
cwde phi sé lwu gitt vinh vién trén s6 cai. Diéu nay c6 thé 1a gdnh ning anh hwong 16n
dén hiéu nang toan hé thong khi van phai duy tri online lwong dit liéu khong 16 da hét
thoi hiéu xt¢ ly. Theo quy trinh thong thuwong, cac CSP sé luu trit cac dit liéu cwdce chi
tiét da hét thoi hiéu giai quyét khi€u nai ra cac phuong tién offline dé€ t6i wu hiéu qua
stt dung tai nguyén.

Thuec t&, mdi CSP thuong phuc vu cho hang chuc triéu thué bao hogc nhiéu hon
va ho sé rat than trong voi viéc thay doi quy trinh quan ly khai thac hién tai. Vi vay,
van dé danh gia hiéu nang va dinh ¢ hé thong blockchain cho nganh vién thong sé
can ¢6 nhitng nghién cttu chuyén sau dé hién thyc hoa viéc trién khai.
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BLOCKCHAIN-APPLICATIONIN EXPLOITING TELECOMMUNICATION
ROAMING SERVICE

Vo Minh Duc?, Nguyen Mau Han?
VNPT Phu Yen, Vietnam Posts and Telecommunications Group
2University of Sciences, Hue University
*Email: duc.pyn@gmail.com
ABSTRACT

Blockchain is a technology that allows the secure transmission of data based on an
extremely complex encryption system, similar to a company's ledger, where all
activities involve public money are closely monitored. In recent years, blockchain
technology 3.0 has transcended the boundaries of the financial-monetary,
penetrating diversely into other fields. Blockchain opens up opportunities for the
telecommunications industry to improve the efficiency of network exploitation
management, business transactions of digital assets such as content services,
supply chain management with smart contracts, especially network security and
prevent fraud. This paper proposes a method to solve international roaming fraud
in the field of communication and information by blockchain technology to
enhance the efficiency of the management of exploitation telecommunications

roaming services.

Keywords: blockchain, roaming, telecommunications.
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