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TOM TAT

Hién nay, chit ky s6 duoc tiing dung rdng rai trén nhiéu linh viee cta xa hoi, ddc biét
trén cac nén tang van ban, hinh anh, ... nhu khai thué qua mang, nép thué dién tu,
khai bao hai quan dién tt, ... Viéc tng dung chit ky s6 dem lai cho doanh nghiép,
t0 chitc nhiéu loi ich nhu: tiét kiém chi phi gidy to, thoi gian luan chuyén trong hoat
dong quan ly cong van, gidy to, thu dién ti; gitp day nhanh cac giao dich qua mang.
Tuy nhién, trén nén tang video viéc ing dung chit ky s con it dugc ban dén. Bai
bao nay dé xudt mot phuong phap ung dung chit ky s6 d€ ki€ém duyét cac thude

phim, video, ... trong khi van dam bao d¢ an toan va bao mat thong tin.

T khoa: chit ky s0, video, phim

1. MO PAU

Tt khi con nguoi ¢6 nhu cau trao d6i thong tin, thu tte cho nhau thi nhu cau git
bi mat va bao vé tinh riéng tw cua thong tin, thu tir dugc trao ddi do6 cling nay sinh. Hinh
thitc thong tin duoc trao d6i pho bién va sém nhat la dudi dang cac van ban, dé€ gitr bi
mat ctia thong tin nguoi ta da sém nghi dén cach che dau nodi dung cc van ban bang
cach bién dang cac van ban d6 dé nguoi ngoai doc khong hiéu duoc, dong thoi ¢ cach
khdi phuc lai nguyén dang ban dau dé nguoi trong cudc van doc hiéu dugc; theo cach
goi ngay nay thi dang bién ddi ctia van ban duoc goi la mat ma cua van ban, cach lap
mat ma cho mot vdn ban dugc goi la phép lap ma, con cach khoéi phuc lai nguyén dang
ban dau ctia van ban tir mat ma dwoc goi la phép giai ma [1].

Dich vu chiing thuc chi ky s6 la moét loai hinh dich vu chiing thuc chi ky dién
te do to chitc cung cap dich vu chiing thuc cht ky sd cung cap cho thué bao dé xac thuc
viéc thué bao 1a nguoi da ky s6 trén thong diép di liéu. Gid tri phap ly caa chit ky sd
duoc quy dinh theo Nghi dinh s6 130/2018/ND-CP Quy dinh chi tiét thi hanh Luat giao
dich dién t vé chix ky s6 va dich vu ching thue chit ky so [3].
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Ngay cang c6 nhiéu doanh nghiép va to chic st dung cac dich vu nay do nhitng
loi ich ma n6 mang lai. D6i véi cac don vi bao chi néi chung va dai truyén hinh ndi riéng,
cong tac kiém duyét ndi dung video hét stic quan trong, tir khau san xuat, trao doi, kiém
duyét, luu trit, phat song. O day chiing ta dang ban dén ting dung chit ky s8 trong viéc
duyét, chuyén tai cac dit liéu trén nén tang video.

2. MOT SO KHAI NIEM TOAN HOC LIEN QUAN
2.1. Ham bam

Ham bam 1a ham toan hoc dung d€ chuyén doéi mét van ban c6 do dai bat ki
thanh mot chudi bit c6 ¢ dai cd dinh. Bat ky nd luc gian 1an nao dé thay ddi phan nao
ctia van ban sé bi phat hién vi gia tri bam mai sé khong phti hop véi thong tin cti [5].

Ham bam duwoc dinh nghia bé‘il‘lg cong thic: h = HM), v6i M la vén ban can bam,
H la ham bam va h la gia tri bam. Ham bam H khong c6 chttc ndng ma hoda vi khi giai
ma khong vé duoc van ban ban dau. Gia tri bam h la mot xau bit con duwoc goi 1a “dai
dién thong diép”. Ham bam H 1a ham mét chiéu, theo nghia gia tri cia ham bam la duy
nhét, va tir gia tri bam nay “kho” ¢é thé suy nguoc lai duwoc ndi dung hay do dai ban dau
cua dit liéu géc. Ham bam h khong phai la mt song anh. Do d6 véi thong diép x bat ky,
ton tai thdng diép x” # x sao cho h(x) = h(x).

Cac ham bam dong MD: MD2, MD4, MD5 duoc Rivest dwa ra c6 két qua dau ra
voi do dai la 128 bit. Ham bam MD4 dua ra vao nam 1990. Mot nam sau, phién ban manh
MDS5 ciing dugc dwa ra. Nam 1993, ham bam SHA phtc tap hon nhiéu, két qua dau ra
¢ do dai 160 bit, cing dugc xay dung dwa trén cac phuong phap tueong ti.

Véi van ban dau vao M thi ching ta chi thu dwoc gia tri bim duy nhat h=H(M).

- Neéu dit liéu trong van Vin ban d3 bim
ban M bi thay d6i hay bi | Vin ban M can ba -

, o y o , y ,' an’ afl ‘.Cén ,am —> |Thuat todn bam H H=HM)
x0a dé thanh van ban M/, (c6 d6 dai tuy y) (c6 @6 dai 8 dinh)
thi gid tri bam H(M') #

H(M) cho du chi la mét Hinh 1. So &6 md ta thuat toan bam

sy thay ddi nho. Trong

Hinh 1 chi ra rang chi can thay d6i 1 bit dit liéu ctia van ban gdc M, thi gia trj bam H(M)
cta no cang thay doi theo. Diéu nay c6 nghia la hai thong diép khac nhau, thi gia tri bam
cta ching sé khac nhau.

- NOoi dung cua ban tin goc “kho” ¢ thé suy ra tit gia tri ham bam cta né. Nghia la:
Véi thong diép M thi “d&” x4c dinh dwoc h=H(M), nhung lai “khd” xac dinh nguwoc lai
duwoc M néu chi biét gia tri bAm h=H(M) (k€ ca khi biét ham bam H).
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2.2. Ma hoa (Encryption) - Giai ma (Decryption)

Ma héa la qua trinh chuyén thong tin c6 thé doc duoc (goi la ban r6) thanh thong
tin kho c6 thé doc dwgc theo cach thong thuong (goi la ban ma). D6 la mét trong nhitng
ky thuat dé€ bao mat thong tin. Giai ma la qua trinh chuyén thong tin nguoc lai tir ban
ma thanh ban r6. Thudt todn ma hoéa hay giai ma la thu tuc dé€ thiec hién ma héa hay giai
ma. Khéa ma hoa la mot gia tri lam cho thuat todan ma hoa thirc hién theo cach riéng biét
va sinh ra ban r6 riéng. Thong thwong khoa cang 16n thi ban ma cang an toan. Pham vi
cac gia tri c6 thé cd cua khda duoc goi 1a khong gian khda. Hé ma hoa la tap cac thuat
toan, cac khéa nham che gidu thong tin, ciing nhu lam 16 n6. Mot hé ma héa cé cac tinh
nang sau [4]:

- Tinh bado méat: Bdo dam bi mat cho cdc thong bao va di liéu béng viéc che gidu
thong tin nho cac ky thuat ma hoa.

- Tinh toan ven: Bao dam voéi cdc bén rang ban tin khong bi thay d3i trén duong
truyeén tin.

- Chdng chdi bo: C6 thé xac nhan rang tai liéu da dén tir ai d6, ngay ca khi ho ¢
gang tir chdi né.

- Tinh xéc thyc: Nhan dang ngudn gdc ctia mét thong béo, dam bao rang né 1a
dung su thuc va kiém tra dinh danh cia nguoi dang dang nhap hé théng. Bong
thoi kiém tra déc diém cta ho trong trajong hop ai d6 8 gang két ndi va gia danh
la nguoi st dung hop phap.

2.3. Cac phuong phap ma hoa:
2.3.1. Ma hoda ddi xtng:

Ma hoéa khoa ddi xting la hé ma hoa ma biét dugce khoa lap ma thi co thé “dé&”
xac dinh dwgc khoa giai ma va nguoc lai. Bac biét, mot s6 hé ma hda ¢ khoa lap ma va
khoa giai ma trung nhau (ke = kd), nhu hé ma hda “dich chuyén”hay DES. Hé ma hoda
khoa d6i xting con goi la hé ma hoa khda bi mat, hay khoa riéng, vi phai gitt bi mat ca 2
khoa. Trude khi dung hé ma hoa khda ddi xtiing, nguoi giri va ngudi nhan phai thoa
thudn thuat todn ma héa va khoa chung (1ap ma hay giai ma), khéa phai dwoc bi mat.

2.3.2. Ma hoa cong khai (public-key):

Dung dé€ gtii dir liéu mot cach an toan qua cac mang khong an toan nhu Internet.
Mbi nguoi ding déu c6 hai khod, mot khoé cong khai, mot khod riéng. Khoa cong khai
duoc gitt trong mot thu muc. Ai cling ¢6 thé truy cap khoa nay dé€ ma hod mot thong
diép trudce khi gri téi ngreoi co khoa riéng trwong ttng. Con khoa riéng thi chi nguwoi nhan
mdi cd thé truy cap duoc va dung né dé€ giai ma thong diép. Hé mat ma cong khai RSA
duoc dua ra ndm 1977 la cong trinh nghién ctru ctia ba dong tac gia Ronald Linn Revest,
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Adi Shamir, Leonard Aldeman. Hé mat ma dwoc xay dung dua trén tinh kho giai cua
bai toan phan tich mdt s6 thanh thira s6 nguyén t6 hay con goi la bai toan RSA [6].
2.4. Chit ky s6
2.4.1. Gidi thiéu vé chit ki s6

Chit ky néi chung 1a bang ching thé hién nguoi ky 6 chu dinh khi ky vao mot
van ban, lam cho ngudi nhan van ban biét rang ai 1a nguoi da ky van ban d6. Vé mat
nguyén tac chit ky khong thé stt dung lai duoc, khdng thé sao chép sang van ban khac,
van ban da ky khong thé thay d6i, khong thé gia mao va cling khong thé chéi bo khi da
ky. Chit ky ¢6 nhiéu wu diém nhw dé kiém tra, khong sao chép duoc, chit ky ctia mot
nguoi la gidng nhau trén nhiéu tai liéu, nhung chi c6 gia tri trén mot tai liéu cu thé [2].

Chit ky s8 cing c6 cac tinh chat ctia chir ky, duoc tao ra bang cach bién d6i dir
liéu st dung hé ma hoa khoa cdng khai, nguoi ¢d dit liéu ban dau va khda cong khai ctaa
nguoi ky thi c6 thé xac thiee duoc chit ky s6 vira ky. Theo d6, mdi nguoi dung sé s hitu
mot cap khoa gom khoa bi mat va khda cong khai. Khoa bi mat duoc luu trit bi mat va
stt dung dé ky két cac giao dich. Cac giao dich da ky dung chix ky s6 dwgc phat di trén
toan bd mang. Ban chat ctia chit ky s8 1a mot chudi s6 gan két véi mot van ban véi mot
(hodc nhiéu) thuc thé nguén nao dé. Néu van ban thay doi thi chit ky s6 phai thay doi
theo, do d6 chir ky s& dam bao tinh toan ven ctia van ban duoc ky. Chir ky s6 khong thé
stt dung lai va cting khong lam gia duwoc. Chir ky s6 dam bao tinh xac thwe vi chi ¢6
nguoi ky méi xac thuc duoc chit ky. Chit ky s6 cling xac thye dam bao tinh khong thé
chdi bo ctia chir ky. Nguoi ky khong thé chdi bo rang khong ky vao tai liéu. Chit ky s§
lién quan dén hai giai doan: Giai doan tao chir ky sd va giai doan xac minh.

2.4.2. Cau tao cua chir ky sd
So d6 chit ky s6 la mét bd nam thanh phéan gom (P, A, K, S, V), Trong do:
- Platap hop httu han cac van ban.

- Alatap hop hitu han cac chit ky c6 thé duoc st dung.

- Khong gian khoéa K 1a tap hgp htru han cac khoa cé thé sit dung. Trong d6 khong
gian khoa K’ d€ tao nén chir ky, khong gian khéda K" kiém tra chit ky. Thuéat toan
tao nén khoa: K — K’ x K" (K': khong gian khda bi mat, K": khong gian khoa cong
khai)

- Slatap céac thuat toan tao chit ky siggs € S, sigg:P — A

- Vlatap cac thuat toan kiém tra chit ky verg» € V, verg,: P x A - {dung, sai}, thoa
man diéu kién sau day d6i véi bat ky ban tin x € P va chit ky y € A.

bing, néuy = sigy (x)

Vx EP,Vy € A:  wergn(x,y) = { Sai,néuy # sigg (x)

ey
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Boi vi van ban can ky thuong [ Viin ban duac k¢ ]
in ban dwgc ky

o chiéu dai kha dai. Mot bién phap dé .
s \ . v 2 14 2 \ Van ban
ky Ia chia van ban ra cac doan nho va 1\
sau do6 ky 1én tirng doan va ghép lai. > [ Vin ban va chit ky ]

2.4.3. Cac giai doan tao va kiém tra

A4
1w Ham ba oy

a. Giai doan tao chit ky sd

Dung thuat todn bam cho van 9 Chir ky
ban can truyén di, két qua duwgc mot

ban tom luwgc, st dung khoa bi mat Hinh 2. Giai doan tao chit ky s&
cua diém giri d€ ma hoa ban tom luoc.
Ban tom lwoc dam bao 2 tinh chat sau:

(1) Tinh duy nhat: mdi ban khac nhau thi s& ¢ mot bit khac nhau, khong tring
1ap va c6 do dai khong doi;

(2) Tinh mot chiéu: Ttr ban tom lugc nay khong suy nguoc lai dwgc ndi dung
van ban. Ban tom luoc nay dwoc ma héa brimg khoa bi mat cua diém gui va duoc két hop
véi véan ban, roi gii dén diém nhan va ban tom luwoc duoc ma hoéa nay chinh la chit ky
s0.

b. Giai doan kiém tra chit ky s&

Diém nhén sau khi nhan

van ban dwoc ky s0, qua trinh tién

hanh kiém tra dwoc thwce hién nhw
sau (Hinh 3):

Budc 1: Tién hanh tach van
ban va chit ky s6.

Budc 2: Ldy doan van ban, [ Ban tém luoc ]

dwa qua ham bam thu duoc két qua
bam la ban tom lwoc.

Vin ban thay déi Vin ban ding

Hinh 3. Giai doan lém tra chit kb 567

Budc 3: Giai ma cht ky s6
(ban tém lwgc duwgc ma hoa b;‘ing
khéa bi mat), st dung khoa cong
khai ctia diém gui d€ giai ma nhan duoc ban tom luoc.

Budc 4: Tién hanh so sanh ban tém lugc vira giai ma véi ban tém luge nhan duoc
trong bude 2, néu 2 ban nay gidng nhau va khéa cong khai chac chan la do diém gt g
thi két luan: (1) van ban nhan dwgc la chinh xac; (2) van ban nhan dwoc la do chinh diém
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gui guri di vi chi duy nhét diém nhan duoc xac thue méi c6 khda bi mat phu hop voi
khoa cong khai da sit dung d€ giai ma. Trueong hop 2 ban tom luogc khac nhau thi két
luan van ban bi stra doi.

Chit ky s6 duoc tao ra bang su bién d&i mot van ban st dung hé ma héa khéa
cong khai, theo d6 diém nhan cé van ban ban dau va khoa cong khai ctia diém guri ¢6
thé xac dinh duoc.

3. UNG DUNG CHU KY SO TRONG HOAT PONG KIEM DUYET VIDEO
3.1. Gidi thiéu

Hién nay cong tac kiém duyét noi dung file video dwgc thuc hién cht yéu qua
chitc ndng kiém duyét cua hé thdng quan ly thu vién (MAM - Media Asset System) hoac
kiém duyét truc tiép trén file video can kiém duyét. Cac hé thong MAM chu yéu st dung
cac san phdm ctia nwdc ngoai, d6i khi khong phu hop véi quy trinh thuyec t€ trong nwde
va gia thanh kha dat. Di véi cach kiém duyét truc tiép file video: thwong duoc thuc
hién bang cach trao ddi file video stt dung cac thiét bi luu trit di dong hodc giri qua mang.
Viéc xac nhan sau kiém duyét chu yéu dua trén thong tin metadata cua file, d6i khi xay
ra tinh trang nham 1an ndi dung file, nham 1an cac phién ban ctia clng file, ... D& khac
phuc tinh trang nay can géng trach nhiém cta tig nguoi, o timg khau kiém duyét, véi
tirng file bang cach ky s& 1én ndi dung tirng file video. Viéc nay dugc thuc hién twong tw
viéc ky s6 vao vin ban dang duoc str dung rong rai hién nay. Moi khi 6 bat ky su thay
d6i nao cua file video: c6 thé do duong truyén, 16i file, cd y thay déi,...hé thong sé& xac
minh lai ch@ ky ctia titng ngwoi dé xac thuc file video la chinh xac hay khong. Thong tin
chit ky s6 duoc luu kem vdi file video nhung khong lam thay doi file video ban dau.

3.2. Cac dinh dang file video thong dung

- Dinh dang AVI: Dinh dang AVI (Audio Video Interle) do Microsoft gidi thiéu
nam 1992 nhu mdt chudn video danh cho Windows. File AVI ¢6 thé chira ca dix liéu hinh
anh va am thanh trong mot tép, cho phép phat lai d6ng bo hinh anh va am thanh.

- Dinh dang MP4: MP4 (MPEG-4 Part 14) 1a dinh dang video phd bién va duwoc hd
tro rong rai trén nhiéu thiét bi va nén tang. MP4 st dung cac thuat toan nén di liéu nhu
MPEG-4 AVC (Advanced Video Coding) &€ giam kich thuéc file video ma van giit duoc
ch&tluwong hinh anh t6t. N6 can bang gitta chit lwong va kich thudc file, cho phép truyén
tai va luu tri video mot cach hiéu qua.

- Dinh dang MXF: Dinh dang MXF (Material Exchange Format) la m¢t dinh dang
tap tin video chuyén dung duoc st dung trong cac linh vuc san xuéat va trao doi nodi
dung chuyén nghiép, nhu truyén hinh, phim anh va céng nghé thong tin.
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- Dinh dang MOV: Dinh dang MOV (QuickTime Movie) la mét dinh dang tap tin
video phat trién boi Apple va thuong duoc sit dung trén cac thiét bi Apple nhu iPhone,
iPad va Mac. MOV c6 kha nang hd tro nhiéu codec khac nhau cho viéc nén video va am
thanh. Mot s6 codec pho bién duoc sit dung trong MOV bao gom H.264, HEVC (H.265),
MPEG-4, AAC va MP3.

- Dinh dang WEBM: Dinh dang video WEBM la m¢t dinh dang tap tin video duogc
phat trién boi Google va thudc vé di an ma nguén mo WebM. WEBM st dung codec
nén dit liéu VP9 hodc AV1 dé giam kich thudc file ma van gitt duoc chat luong hinh anh
tot. WEBM duoc thiét ké d€ twong thich vdi cac trinh duyét web phd bién nhu Google
Chrome, Mozilla Firefox va Opera. Dinh dang nay cung cdp am thanh hinh anh chat
luong cao, kich thudc file nho va tinh tuwong thich da nén tang, lam cho WEBM tré thanh
Iyra chon hitu ich trong viéc lam viéc vdi video trén Internet.

Kiém duyét video la mot cong viéc phitc tap va ton kha nhiéu thoi gian, cong stic.
Céc hang chuyén vé video trén thé gidi thuong st dung két hop nhiéu phuong phap
khac nhau d€ thuc hién cong viéc nay nhu:

- St dung cac cong cu tir dong dya trén may hoc va tri tué nhan tao.
- Kiém duyét cong dong.

- Phéi hop voi cac déi tac kiém duyét ndi dung.

- Duara céc chinh sach va huéng dan nguoi ding thuc hién.

Youtube str dung cac thuat todan mdy hoc va tri tué nhan tao dé tu dong phat hién
va kiém duyét ndi dung khong phu hop. Céc thuét toan nay dugc hudn luyén dé€ nhan
dang va phan loai cac yéu td khac nhau nhu ngdn ngtt xtic pham, hanh vi bao luc, ndi
dung nguoi 16n, vi pham ban quyeén, ... sau d6 doi ngii ki€ém duyét sé xem xét va xt ly.

3.3. Trién khai chir ky s0 trén file video
3.3.1. Muc dich, yéu cau cua viéc bao mat file video

Trong cac hé thong kiém duyét video ndi b, bao mat hé thong la mot yéu to
quan trong dé dam bao tinh chinh xac, dang tin cdy cta qua trinh kiém duyét ndi dung
voi nhitng ly do sau day:

a. Tranh viéc can thiép bat hop phap: Mdi thanh vién dwoc cAp mot tai khoan véi
quyeén va nghia vu nhat dinh trén hé thdng. Néu hé théng khong bao mat, ké xau dé
dang chiém tai khoan va thuec hién cac thao tac véi y d6 xdu, lam sai léch qud trinh kiém
duyét.
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b. Dam bao tinh cong bang va chinh xac: Bao mat hé théng kiém duyét gitip dam
bao nguoi kiém duyét chi c6 thé dua ra cac nhan xét vé chuwong trinh, khong thay doi
ndi dung file video gbc. Diéu nay giup duy tri d6 tin cay ctia qua trinh kiém duyét.

c. B6i pho véi viéc dua cac ndi dung khdng pht hop 1én hé thong: Mot hé thong
kiém duyét c6 bao mat cé thé gitp ngan chan cac ndi dung khong phu hop, doc hai, vi
pham ban quyén xudt hién trén hé théng. Diéu nay lam tang tinh an toan cho hé thong.

d. Chéng thoai thac trach nhiém: Hé thdng v6i dd bao mét cao giup nguoi dung
chiu trach nhiém véi cadc hanh dong ctia minh, chdng thoai thac trach nhiém, gay cac hau
qua phap ly khong mong mudn.

3.3.2. Cach tao chir ky s0 trén file video

File video can kiém duyét sé duoc gtri 1én video server, dong thoi nguoi gui cling
ky s6 1én file video nay dé xac nhan minh la nguoi gui file nay. Dit liéu trong file video
duoc xac dinh qua ham bam, thu dwoc gia tri bam. Nguoi dung sit dung ma PIN dé€ mo
khoa bi mat cia minh, va dung khoéa nay thuc hién ky s6 1én gia trj bam thu dwoc chudi
gia tri ky s8. Chudi nay duoc luu trén database ciing véi cac thong tin khac vé tai khoan
nguoi dung, ... Phuong phdp tao chit ky so 1én file video dwgc sit dung cho ca nguoi
gui video va nguoi kiém duyét video.

3.3.3. Cach xac thuc chit ky s6

Khi ngwoi dung mo file video da dwoc ky s6 va luu trén video server, hé thong
sé thuc hién tinh gia tri bam cua file nay. Pong thoi st dung khoa cong khai ctia nguoi
da ky s6 dé giai ma chudi gid tri ky s6 da luu trén database. So sanh gia tri nay véi gia
tri bam da tinh duoc, néu trung khop thi chit ky s6 la hop 1€ va nguoc lai.

3.3.4. Hién thi chit ky s0 trén file video

Khi da xac minh chit ky s6 la hop 1€, hé thong tu tao thém 1 16p video dé€ hién thi
thong tin chit ky s6. Thong tin nay sé hién thi de 1én video gdc nhung c6 dd trong sudt
nhat dinh d€ khong che ndi dung video gdc. Nguoi dung ¢ thé lvu lai thanh video méi
c6 kem chi ki s6 d€ str dung cho cac muc dich khac nhau.

3.4. Cai dat va thuc nghiém
3.4.1. Thiét ké co so dix liéu trén SQL Server

Anh chit ky tay va khéa cong khai ctia nguoi dung dwoc lu cting véi thong tin
tai khoan trong bang TblUser. Thong tin metadata, trang thai duyét dwoc luu trong bang
TblVideo. Thong tin chit ky s& duoc luu trong bang TblSign. Thong tin nhan xét/ttr chdi
duoc luru trong bang TblRefuse.
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DESKTOP-IDQVUSR\..VDS - dbo.ThlUser & X _ DESKTOP-IDQVUER),..DS - dbo.ThlVideo & X _
Column Mame Data Type Allews MNulls Column Marme | Data Type: Allerw Mulls
}‘F ID | int O »w|ID int D
username nvarchar(30) o title rvarchar{200) (]
password rvarchanMAX) O filepath rvarchar{500) (]
fullname nvarchan{50) cl usemame mvarchar{50) ]
image nvarchar{MA) -] uploadtime datetime (]
publickey xml a state int (]
[level] int 0O metadata mvarchar{MAK) (]
0 RefuseBy rvarchar(50) (]
Refuseat rvarchar({50) (]
O
| ) Column Na.me ) Data Type Allew Mulls Column Name Data Type Al MNulls
¥ ID int O WD int O
FilelD int O FilelD int 0
Username nvarchar({50) O Timecode float 0
Fullname nvarchar(50) O ViewTimecode nchar(20) O
[level] int O Mote rvarchar(500) -]
timeSign mvarchar(30) ] Usemame mvarchar(3) -]
signtext nchar{500) 0 Fullnarme nvarchar30) a8
note nvarchar{200) ] O
O

Hinh 4. Chi tiét cdu truc cac bang dit liéu duoc sit dung trong chit ky s
3.4.2. Quan tri nguoi ding

Mat khau nguoi dung dwge ma hoa AES va luu vao co so dit liéu SQL. Nguoi
dung can nhap mat khau mdi khi st dung tng dung.

# Gém duyt B B Qudnt
Hithéng  Nusi din 5 e
ey oo Téi khodn b
Thém file Usemame  user00 userdd v S8 cap duyét Loai ham bam
Hotén Nguyén Vén A 3 = SHA-256 ~
Cipbic 0
Chua duyét P3duydtedpl Diduybtxong Khéngduydt Thted Quén I tal khoan ngudl ding
D Tiéudé  Dudng din Ngudigli  Thdigiangli  Trangthéi  Ghichy Chon tai khoén
» c D:\Wideos\d clipd.md  user00 userD0 =
1035 Scipd DiVideos\s clipmd  user01 0 oo 5 ke e a8
1034 2mpdts | DVideos\2 mpd tsmpd user02 0 a.:; < Id-u: .
1030 | 1md DVideos\Imd.md  user00 0 Do I fe

1234 Tao cap khéa

Anh chii ki tay

BSi dnh chill ky tay

Hinh 5. Giao dién quan tri ngroi dung va giao dién cai ddt quan tri
3.4.3. Xem lai file video:

Hé thong cho phép cap nhat thong tin metadata ctia video, & day minh hoa 2 gia
tri thuong dung la Tiéu dé va Ghi chu. Cac phim chttc nang phuc vu viéc xem ndi dung
video nhu phat, tam dung, vé dau, vé cudi, thay doi tdc do phat, hién thi timecode.

73



Chir ky s6'va tng dung trén nén tang video

| BE} Duyét video — O

Metadata
Tiéu dé
6clipb

Ghi chi

Gii file

Théng tin tinh todn
Hash: XIKHY8W8cGsVNZLiPgsk 30V80bWESa25K3Sp0OBKomXg

K Play 15 x 51

Hinh 6. Giao dién gt file

Sau khi xem lai n6i dung video da chinh x4c, nguwoi giti nhan nat G file. Ung
dung yéu cau xac thirc ma pin nhdm bao dam tinh bao mat. Néu ma PIN hop 1é hé théng
sé tién hanh ky s0, cap nhat dix liéu 1én database, sao chép file video vao video server.

3.4.4. Thiét k& chit ky s& I

Ky bdri
Nguyén Van A

Chtt ky duoc cai dit dang XML d€ c6 thé
thay d0i thiét k€, thay doi cac thong tin can hién L ...
thi, vi tri hién thi theo nhu cau. Chit ky s0 sé |
duoc hién thi cht ky tay cua nguoi ky; hién thi Hinh 7. Thiét k& chix ky mau
thong tin nguoi ky; hién thi thoi diém ky. N¢i dung

hién thi khong che khuat ndi dung video goc.

4. KET LUAN

Trong bai bdo nay chiing toi da ap dung ly thuyét mat ma, hé ma hoa cong khai
va chir ki s6 trong viéc kiém duyét video d€ phuc vu cdng tac duyét phim, video. Viéc
ki 1én video va xac thuc thong tin da dap ung tot cac yéu cau vé bao mat, chong lai cac
hinh thitc gia mao va tdn cong hién nay.
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DIGITAL SIGNATURES AND APPLICATE ON VIDEO-BASED

Nguyen Mau Han
Faculty of Information Technology, Hue University of Sciences, Hue University

Email: nmhan@husc.edu.vn
ABSTRACT

Currently, digital signatures are widely applied in many areas of society, especially
on text and image platforms, etc. such as online tax declaration, electronic tax
payment, electronic customs declaration, electronic social insurance, etc. The
application of digital signatures brings many benefits to businesses and
organizations such as: Saving paper costs, turnover time in managing official
dispatches, documents, and emails and helping speed up online transactions.
However, on video platforms, the application of digital signatures is rarely
discussed. This article proposes a method of applying digital signatures to censor

movies, videos, etc. while still ensuring safety and information security.

Keywords: digital signature, video, movie.
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