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TOM TAT

Bai bao dé xudt mot mo hinh don gian nhan dién khudén mdt HOG va SVM, két hop
véi hé thong nhan dang bang séng vo tuyén (RFID) trén nén tang Raspberry Pi ¢&
mé hé thdng ctra. Hé thong nay khong chi hd tro nhan dién va xdc minh danh tinh
nguoi dung mot cach ty dong khi ra vao ctta, ma con lweu trit hinh anh, dit li€éu thoi
gian va su kién d€ phuc vu cong tac quan ly va truy xuat sau nay. T két qua dat
duoc chi ra rang, d8i véi cac hé thdng véi cdu hinh phan ctg thiét bi han ché thi

mo hinh thuat todn nhan dién khudén mit HOG va SVM 1la lwa chon t6i wru nhat.

Tt khoa: Raspberry Pi 4, Facial Recognition, MySQL, RFID

1. TONG QUAN

Trong boi canh phat trién nhanh chéng cua cong nghé thong tin va cac ing dung
tri tué nhan tao, viéc ting dung cac phuwong phap bao mat bang sinh tric hoc vao viéc
kiém soat truy cap dang ngay cang tro nén cap thiét trong doi song con nguoi. Trong sd
do, nhan dién khuon mat dwoc danh gid la mot trong nhitng phwong phap xac thiee sinh
trac hoc tiém nang nhat [1].

Mot s6 ky thuat kiém soat ra vao ctra truyén thong nhu chia khéa co hoc, khoda
s6 van con ton tai nhiéu han ché dang ké, bao gom khong thé ghi lai lich s truy cap,
thiéu linh hoat va dé bj sao chép, that lac hoac lam gia. Trudc nhitng han ché€ dd, cong
nghé nhan dién khuén mat da noi 1én nhu mot phuong phap xac thuce sinh tric hoc hiéu
qua. Nho vao tinh tién lgi va kha ndng tuong thich tt véi cac hé thong camera giam sat
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s&n ¢4, cong nghé nay ngay cang duoc tng dung rong rai trong cac hé thong kiém soét
truy cap hién dai [2].

Théch thtrc 16n nhat 1a lam sao trién khai phan mém nhan dién khuén mat mot
cach hiéu qua trén cac nén tang phan cing gia ré, tiéu thu dién nang thap nhu Raspberry
Pi, ddc biét khi hé thong can hoat dong hoan toan ngoai tuyén dé€ dam bao tinh riéng tw
va an toan dir liéu ma khong phu thudc vao dién toan dam may. Bai bdo nay sé dé xuét
mot phuong an giai quyét thach thiic d6 bang cach thiét k& va xay dung mot hé thong
mo khda clra tye dong st dung thuat toan nhan dién khudn mat duoc tich hop truc tiép
trén Raspberry Pi 4.

Tuy nhién, trong diéu kién thuc té, hé thong nhan dién khudn mat cé thé gap
phai mot s6 han ché nhw 4nh sang yéu, géc mat khong phtt hgp hodc khudén mét bi che
khuat, dan dén giam dd chinh x4c trong viéc xc thuc ngudi dung. Dé ting cueong do tin
cay va tinh linh hoat cho hé thong, viéc két hgp thém cong nghé thé RFID la can thiét.
RFID hoat dong 6n dinh trong nhiéu diéu kién méi treong, khong phu thudc vao hinh
anh va c6 toc do nhan dang nhanh. Viéc két hop hai cdng nghé bao mét nay sé giap hé
thong hoat dong 6n dinh ngay ca khi khong c6 két néi Internet, dong thoi dam bao kha
nang mo rong, chi phi trién khai thap va thoi gian phan hoi du nhanh cho cac tng dung
thuc t&.

T nhitng phan tich trén, c6 thé thay rang viéc két hop gitra cong nghé nhan dién
khuon méat, RFID va nén tang nhting nhu Raspberry Pi mang lai mot giai phap kiém soat
truy cap bao mat, thong minh, linh hoat va tiét kiém chi phi [3]. Hé thdng nay cé tiém
nang mo rong rat 16n, khong chi ting dung cho nha riéng ma con ¢ thé dung trong cac
mdi treong doanh nghiép hodc co s6 yéu cau an ninh cao. Do d6, m6 hinh nay khong
chi la mot giai phap kha thi trong hién tai, ma con la nén tang hita hen cho cac tng dung
bao mat thong minh trong twong lai.

2. KHAO SAT CAC TAI LIEU LIEN QUAN
2.1. Tim hiéu vé cac ki thuat nhan dién khuén mit

Trong nghién ctru [4], cac tac gia da tong hop lich st phat trién va phan loai cac
phuong phap nhan dién khuén mdt, nhan manh qua trinh chuyén déi tir phuong phap
truyén thong sang cac ky thuat dua trén hoc sau. Mot trong nhiing phuong phap nén
tang tiéu biéu la Eigenfaces. Thuat todn nay tng dung ky thuat phan tich thanh phan
chinh d€ giam s6 chiéu dit liéu anh khuon mat, chi gitr lai cac dac trung bién thién quan
trong nhat goi 1a “eigenfaces”. Khi nhan dién, anh khudén mat méi sé dugc biéu dién
bang cac gid tri dua trén tap eigenfaces nay, sau d6 so sanh véi dit liéu huan luyén dé
xac dinh danh tinh. Eigenfaces ndi bat véi uu diém tinh toan nhanh, tiét kiém bo nhé va
phu hop véi thiét bi thiéu tai nguyén phan ciing, dugc tiing dung rong rai trong cac hé
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thong quan ly danh tinh, diém danh phong thi nghiém hoac kiém soat truy cap quy mo
nho, noi nhu cau vé téc d6 cao hon dd chinh xac tuyét doi.

Mot phuong phap khac c6 tén goi LBPH (Local Binary Patterns Histogram) khai
thac ddc trung cuc bo bf?mg cach chia khuon mat thanh nhiéu vung nho, sau do6 véi moi
vung thire hién ma hda cac pixel thanh chudi nhi phan [5]. Sau cting, biéu d6 phan phdi
cac ma LBP duwoc ghép tao thanh vector dac trung dai dién cho toan by khuon mat. LBPH
c6 uu diém noi bat 1a kha nang 6n dinh trong diéu kién anh sang thay d6i hoac biéu cam
khuon mét da dang. Diéu nay giup LBPH duoc ting dung phé bién trong cac hé thong
diém danh tu ddng cho 16p hoc, cong sé hodc ctra ra vao, dédc biét tai moi treong cé nhiéu
su bién thién anh sang va vi tri camera khong cd dinh. Bai bao [3], da tong két két qua
tht nghiém cho thdy LBPH dam bao hiéu qua nhan dién tot, dong thoi dé tich hop 1én
cac nén tang nhang.

Trong bai nghién cttu thye nghiém [6], mot nhom cac tac gia gom Oscar Deniz,
Gloria Bueno, Jesus Salido va Fernando de la Torre da trinh bay chi tiét vé dic trung cta
phuwong phap HOG (Histogram of Oriented Gradients). HOG thutc hién viéc chia nho
anh thanh cac kh6i nho (cells), sau d6 tinh toan hudng va cuong do cuia gradient tai titng
pixel, ttr d6 xay dung biéu d6 phan bd hudng canh trong ting vung. Dac trung nay giap
HOG nhén dién t&t cac duwong nét, canh va hinh khéi cht dao ctia khuén mat ma khong
phu thudc vao d6 twong phan hodc mau sic cu thé. Nho st dung vector dac trung dang
histogram nho gon, HOG ¢6 thé thuc thi nhanh trén bd vi xtr ly ARM hodc cac thiét bi
nhing thiéu GPU, trong khi van dt manh &€ phan biét cac khudén mat quen thudc.
Phwong phap nay do d6 duoc ting dung rong rai cho cac hé thong kiém soat truy cap
ctra chinh, chdm cong tw dong quy mo vira va nho hodc cac tram kiém soat thong minh
tai nhitng du 4n khong yéu cau dau tw phan ciing dat tién.

Céc phwong phap hoc sau, ddc biét voi mo hinh CNN (Convolutional Neural
Networks), da mang lai budc tién vuot bac cho nhan dién khuén mat nho kha nang tu
dong trich xuat va hoc tap cac ddc trung phtc tap tir dit liéu anh 16n. Theo tong két [7],
bai béo chi ra rang hoc sau gitip ting dang k& d6 chinh x4c trong bai toan nhan dién
khudn mat, tién gan hon véi kha ndng cua con nguoi nho tan dung kha ning ty dong
hoc déc trung tir di liéu 16n, va da nhiéu lan duoc kiém chiing trén cac tap dix liéu chuan
nhuw LFW, AFLW, Multi-PIE. Tuy nhién, diéu kién tién quyét ctia hoc sau la yéu cau phan
céng manh vé GPU, dung lwgng RAM 16n, cung dir liéu huén luyén phong pht. Nhwoc
diém nay sé gia tang chi phi trién khai, bao tri va su phtec tap vé phan mém, dan dén
kho ap dung hiéu qua cho cac hé thong nhing nho gon nhu Raspberry Pi, déc biét khi
yéu cau hoat dong offline, dn dinh lau dai va chi phi tdi wu. Vi vay, viéc lywa chon thuat
toan cfing can phai can nhac gitta &6 chinh xac va kha nang trién khai thuc té.

2.2. Sosanh va lya chon cong nghé phu hgp v6i phan cing hién c6

Trong cac thuat toan nhan dién khudén mdt, HOG (Histogram of Oriented
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Gradients) két hop SVM (Support Vector Machine) duoc danh gia la Iwa chon t6i wu cho
Raspberry Pi nho kha ning can bang gitta d6 chinh xac va hiéu nang trén phan ctrng han
ch€. So v6i cac phuong phép chi phi thadp nhu Eigenfaces, HOG cho két qua 6n dinh hon
khi mo6i treong anh sang va vi tri khudn mat thay doi, dong thoi han ché 16i nhan dién
gia. Nguoc lai, cac mo hinh dya trén mang no-ron sau (CNN) du dat d¢ chinh xac rat
cao nhung lai doi héi GPU manh va dung lugng by nhé 16n, veeot qua nang lyec xt ly
cua Raspberry Pi trong cac ting dung hoat dong offline, chi phi thdp. Do d6, giai phap
HOG duoc khuyén nghi ap dung vi phu hop véi tiéu chi t6i wu chi phi, hiéu qua xu ly
va d6 on dinh cho hé thong nhing nhoé gon.

3. THIET KE HE THONG

3.1. Hoat dong ctia hé thong

a. So d6 hoat dong ctia hé thong

-

Huan luyén théng tin
nguoi dung
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‘RaspberrgPi — ==@
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Dai chi€u thdng tin nhan dugc

RFID v&i co s& dir liéu

Hinh 1. So d6 hoat dong cua hé thong

Hé thong bat dau véi hai ngudn dau vao chinh: camera giam sét va thiét bj doc
thé RFID (Hinh 1). Camera s€ lién tuc truyén d@ liéu video dén Raspberry Pi. Tai day,
hé thong xtt ly hinh anh d€ phat hién va nhan dién khuén mét nguoi dung. Bong thoi,
thiét bi doc RFID ciing gtri dit liéu ma thé dén Raspberry Pi, day 1a mot phuwong thire xac
thue thit hai.

Raspberry Pi gitt vai tro 1a trung tam xw ly. No tién hanh d6i chi€u thong tin
khu6n mét va RFID nhan dwoc véi co so dit liéu da duoc huan luyén tie trude. Viéc huan
luyén thong tin nguwoi dung (bao gom anh khudén mat va ma thé hop 1€) cting duoc thuc
hién va luu trit ngay trén Raspberry Pi hodc thong qua hé thong quan ly dit liéu di kem.

b. K&t ndi phan cing va lwa chon phin mém
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Hinh 2. So d6 két ndi phan cting cac thiét bi

Vé phan cting, hé thong trién khai cac két ndi linh hoat thdng qua cac chan GPIO
da ndng ctia Raspberry Pi (Hinh 2). Két n6i module RFID véi GPIO qua bus SPI va dau
day chinh xac cac chan (RST, MISO, MOS]I, SCK, NSS, GND, 3.3V), dau doc RFID hoat
ddng qua giao thiec SPI, ddp ting yéu cau twong tac nhanh va 6n dinh. Camera duoc két
ndi qua cdng USB hoic giao dién CSI tuy theo loai stt dung. Lip module LCD béng day
I12C vao chan SDA/SCL va cap ngudn. Dau day nguoén va day diéu khién khoa dién véi
relay (day COM, NO ctia relay t6i day dién ctia khda, GND n6i véi board), bd diéu khién
relay dam nhan viéc diéu khién luvu thong dong dién cho khoda dién nhdm thuc hién chiic
nang dong/mo ctra.

Vé phan mém, hé thong van hanh trén nén tang hé diéu hanh Raspberry Pi OS
(dwoc phat trién dya trén Debian Linux). Hé sinh thai phan mém tich hop cac thu vién
chinh nhu OpenCV phuc vu xtt ly anh, thw vién face_recognition chuyén dung cho nhan
dién khuon mat dya trén thuat toan HOG, RPi.GPIO d€ quan ly diéu khién chan GPIO,
cing cac thur vién hd tro xt 1y va giao tiép véi dau doc RFID ciing nhi man hinh hién
thi LCD. Cac phan mém diéu khién hoat dong theo mo-dun, bao gom cac script ¢d cac
chttc ndng nhu sau: script dung dé€ chup va luu trit anh khudn maét (chia the muc theo
tén nguoi dung); script dé€ thu nhan ma s6 thé RFID va gan voi tiing nguoi dung; script
hudn luyén hé thong nhan dién khuén mat véi di liéu da thu thap duoc, c6 chic ndng
trich xuat ddc trung khuén mat véi HOG va lvu vector ma hoa vao di liéu hé thong;
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script dé€ van hanh hé thong ndi chung vi du nhu hién thi 1én LCD, so sanh dit liéu khu6n
mat va RFID, diéu khién chot khoa ctra.

3.2. Luwu d6 thuit toan va két qua hoat dong
a. Luu d6 thuat toan

Hinh 3 trinh bay luvu d6 thuat toan mé ta nguyén ly hoat dong ctua hé thong. Ban
dau, hé théng kiém soét truy cap bang nhan dién khuon mat va RFID hoat dong theo
hai ché d¢ chinh: ché d¢ huan luyén (Training Mode) va ché d¢ nhan dang (Recognition
Mode). Trong ché &6 hudn luyén, nguodi ding dwoc hudéng dan cung cap di liéu khuon
mét thong qua camera tich hop. Mdi lan nhan phim cach (Space), mot anh dwoc chup va
ti dong luru trit vao thu muc mang tén nguoi dung trong cay thu muc. Cac thu muc con
nay dai dién cho nhan phéan loai twong tng, phuc vu lam dau vao cho giai doan huan

 Bitdiu

Chon ché do
hoat dong

luyén mo hinh.

Huén luyén Chup anh
I

Luwu the muc

Nhéan dang nguoi dung
Tai mé .
hinh Gan thé
l RFID

!

Mé A Tuva
c Huan luyén
amera md hinh
Trich xuat . Luu md
ddc trung hinh
So khép khuén I@t thD
mat + RFID A
Poc RFID M¢ khoa
(Relay)

Hinh 3. Luu d6 thuat toan nguyén ly hoat ddng ctia hé thong

Sau khi thu thap anh, hé thong st dung cac thw vién nhw face_recognition hodc
Dlib dé€ phat hién khuén mdt trong tirng anh, trich xuat vector dac trung (face encoding)
va gan nhan tueong tng. Tap hop cac vector nay duoc sit dung d€ huan luyén mo hinh
nhan dién khuoén mat. M6 hinh dau ra sau huan luyén dwgc luvu lai dudi dang tép .pkl
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hodc .dat, phuc vu cho qua trinh nhan dang thoi gian thiec sau nay.

Trong ch& d¢ nhan dang, hé thong tai mo6 hinh da huan luyén va kich hoat camera
dé thu thap anh lién tuc theo thoi gian thuc. Mdi khung hinh duoc xt Iy nham phét hign
va ma hoa khuén mét thanh vector ddc trung, sau d6 so khép vdi cac vector da dugc luu
trong co s¢ dir lieu MySQL. Dong thoi, hé thdng doc thé RFID thong qua module giao
tiép UART nhu RDM6300 dé€ xac dinh ma thé nguoi dung. Viéc xac thuce chi duoc coi la
hop 1€ khi ca khuoén mat va ma RFID déu trung khép véi dix liéu da dang ky. Diéu nay
cho phép trién khai co ché xac thue kép (two-factor authentication), gitp nang cao mtic
dd bao mat trong moi truwong trién khai thuec té.

Khi ca hai diéu kién duwoc thoa man, Raspberry Pi sé gtri tin hiéu thong qua chan
GPIO dé€ kich hoat ro-le diéu khién khoa dién ti (thwong la loai Normally Open). Khoa
s& mé trong mot khoang thoi gian dinh s&n (vi du 5 gidy) trudc khi ty dong déng lai.
Toan bd quy trinh diéu khién thiét bi ngoai vi duoc lap trinh béng Python, st dung cac
thu vién nhue RPi.GPIO hodc gpiozero d& dam bao kha nang mé rong, dé bao tri va tich
hop véi cac chitc nang nang cao khac trong twong lai nhu ghi lich st truy cap hodc phan
quyén nguoi dung. Hé thong ciing hién thj thong tin phan hoi thoi gian thye nhu tén
nguoi dung, trang thai xac thue, hodc canh bao “Unknown” néu phat hién truy cap trai
phép.

b. K&t qua sau khi van hanh hé thong

Quy trinh bat dau khi nguoi dung tién t6i khu viec ma camera tich hop (Pi
Camera hodc webcam USB) c6 thé nhan dién dwgc, dong thoi dua thé RFID vao vung
doc ctia dau doc RC522, két ndi véi cong UART cua Raspberry Pi. Trong diéu kién hoat
ddng binh thuong, hé thong ludn xéc thue duoc 100% khudn mat duoc luu triv trong co
sO dit liéu va tinh hop 1é ctia ma thé RFID. Luc nay khoa ctra sé dugc mo. Hé thdng dwoc
thiét 1ap sau 30 gidy sau ctra sé tu dong khoa lai néu khong co tac dong gi ¢ budce tiép
theo.

Dudi day la hinh anh xdc thue ding khi nhan dién khuon mat va doc dung thé
RFID, chot ctra dwgc mo.

==

Hinh 4. Chuong trinh nhan dién dtng khuén  Hinh 5. Man hinh LCD hién thi da nhan
mat dién thanh cong khuoén mat va thé RFID,

khéa dién cho phép mo ctra.
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3.3. Thao luan treong hop xac thuc nguoi dung khong thanh cong

Trong qué trinh van hanh hé thdng kiém soat truy cap st dung xac thuc kép bang
nhén dién khuon mat va thé RFID, mét loat cac tinh hudng xac thuwe khong hop 1€ ¢6 thé
xay ra, phan anh tinh thuc tién va kha ning tng phoé ctia hé thdng truedc cac trang thai
16i hodc truy cap khong dugc uy quyen. Ba tinh hudng 16i phd bién nhat c6 thé dugc liét
ké nhu sau: the RFID khong hop 1, hoac nhan dién khudn mat khong khop véi dit liéu
da hudn luyén, hodc nguoi dung khong quét thé RFID khi thuc hién xac thuec.

Truong hop thit nhat 1a khi nguoi dting quét mot thé RFID khong nam trong co
sO dir liéu hop 1é (vi du: ID khong ton tai trong bang user_rfid). Hé thong lap tic phat
hién su sai 1éch nay thong qua truy van SQL, ttr d6 dua ra canh bao va ngdn chan budc
xac thue khuon mat tiép theo. Diéu nay giup loai bo nhiing treong hop st dung theé gia
mao hodc thé khong duoc cdp phat chinh thic.

Truong hop thit hai xay ra khi nguwoi dung sé hitu thé RFID hop 1€ nhung khudn
mat dwoc nhan dién khong khép véi mau da luu. Trong quy trinh x 1y, hé théng sau
khi xac thue RFID thanh cong sé truy xudt anh tir camera va trich xuat vector ddc trung
khuon mat trong thoi gian thurc. Vector nay sau dé duoc so sanh véi cac vector da luu
trong tép huan luyén hodc co sd dir liéu. Néu khong dat dwgc dd twong dong theo
ngudng dinh sdn (khoang cach Euclidean > 0.6), hé thdng sé tir chdi xac thie va khong
kich hoat Ro-le m& khoéa. Tinh hudng nay thueong phan anh cac rai ro nhwe ngwoi mao
danh, chét lwong anh kém hodc diéu kién anh sang khong dam bao.

Trueong hop thit ba 1a khi ngwoi dung chi trinh dién khudn maét triedc camera ma
khong quét thé RFID. Diéu nay c6 thé xay ra do thi€u nhan thirc vé quy trinh hodc ¢d
tinh lach hé thong. Trong thiét ké hién tai, quy trinh xac thuc chi dwgc khoi dong day du
khi ca hai yéu t8 (RFID va khudén mat) duoc cung cap. Do d6, hé théng sé khong tién
hanh nhan dién khuon mét néu khong cé tin hiéu dau vao tir bo doc RFID, nham giam
thiéu rti ro bi khai thac bang anh gia hoéc video gia mao (spoofing).

Tong hop cac tinh hudng trén cho thay tinh nghiém ngit va kha nang xt ly 16i
ctia hé théng xac thuc kép. Két qua danh gid chi ra rang, thoi gian nhan dién trung binh
hinh anh nguoi trede may quét va dua ra phan hoi mo cira la 0.5s, ti 1€ nhan dién chinh
xac 99% trén tap dir liéu phan biét 10 nguwoi va ti 1€ tir choi sai nho hon 0.01%.

Bang cach phan tich va phan tng riéng biét cho timg dang sai léch, hé thong
khong chi dam bao tinh bao mat ma con tang kha nang chan doan 16i va nang cao trai
nghiém nguoi dung thong qua phan hoi r6 rang va kip thoi. Nhitng kich ban nay déng
vai trd quan trong trong viéc kiém ching hiéu qua ctia hé thdng trudc khi trién khai
trong moi truong thye t&€ c6 yéu cau bao mat cao.
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4. KETLUAN

Bai bao nay da dé xudt va trién khai mot hé thong kiém sodt truy cap bao mat hai
16p stt dung cdng nghé nhan dién khudn mét két hgp RFID trén nén tang Raspberry Pi.
Théng qua viéc tich hop gifta sinh trac hoc (biometric authentication) va xac thuec vat ly
(RFID), hé thong khong chi dam bao tinh tién 10i, chi phi thadp ma con nang cao dang ké
muc d§ an toan va kha nang tng dung trong thuc t€. Cac phan tich thye nghiém da cho
thdy m6 hinh HOG + SVM la Iya chon phtt hop nhét trong boi canh phan ctiing han ché,
dap ung tot yéu cau vé do chinh xéc, tdc do xtr ly va kha nang trién khai don gian. Tong
thé, két qua dat duwgc trong nghién ctru nay cho thdy tiém ndng moé rong tng dung cta
hé thong khong chi giéi han trong quy mo gia dinh hoac van phong nho, ma con ¢ thé
thich nghi véi cdc mdi treong yéu cau kiém soat truy cap chét ché hon nhu phong may
cha, phong thi nghiém, treong hoc hodc doanh nghiép vira va nho. Trong twong lai, hé
thong c6 thé duoc nang cap dé hd tro thém cac yéu td xac thue nhwe ma PIN, van tay hodc
tich hop AI d€ phat hién hanh vi bat thwong, hudng téi xay dung cac mo hinh kiém soat
an ninh thong minh va toan dién hon.

TAI LIEU THAM KHAO

[1] Rahaman, Md, & Noman, Md. Abdullah & Ali, Muhammad & Rahman, Mahfuzur,
“Design and Implementation of a Face Recognition Based Door Access Security
System using Raspberry Pi”. 8. (2021).

[2] Suman Pandit, Shakyanand Kamble, Vinit Vasudevan, “Home Security Alarm System
Using Arduino” Vidyalankar Institute of Technology, Wadala (E), Mumbai — 400 037,
7,2024.

[3] Praveen Kumar, Umesh Chandra Pati * IoT Based Monitoring and Control of
Appliances for Smart Home’ IEEE International Conference On Recent Trends In
Electronics Information Communication Technology, May 20-21, 2016, India, (pg -
1145 to 1150)

[4] Moataz Soliman, Tobi Abiodun, Tarek Hamouda, Jiehan Zhou, Chung-Horng Lung
‘Smart Home: Integrating Internet of Things with Web Services and Cloud
Computing’ 2013 IEEE International Conference on Cloud Computing Technology
and Science, (pg -317 to 320).

[5] Leyla G. Muradkhanlil, Eshgin A. Mammadov2, “Real-Time Face Recognition on
Raspberry Pi Using HOG and SVM” — arXiv.org, arXiv:1909.03461

[6] Elnozahy, Seifeldin Sherif Fathy Ali, Senthill C. Pari, and Lee Chu Liang. 2025.
"Raspberry Pi-Based Face Recognition Door Lock System" 0T 6, no. 2: 31.
https://doi.org/10.3390/i0t6020031

[7] Battaglia, Filippo & Ilannizzotto, Giancarlo & Lo Bello, Lucia, “A biometric
authentication system based on face recognition and RFID tags”. 13. 2024.

57



H¢ théng kiém sodt cira ra vao bao mit hai 16p ste dung camera nhin dién khuén mdt va thé RFID

DOOR ACCESS CONTROL SYSTEM WITH DUAL-LAYER SECURITY
USING FACIAL RECOGNITION CAMERA AND RFID CARDS

Nguyen Le Dang Quang!, Le Cong Chi Hung},
Ho Thanh Thien?, Ho Duc Tam Linh"*

Faculty of Electronics, Electrical Engineering and Material Technology,

University of Sciences, Hue University

?Department of Finance, Logistics and Engineering,

Defense Education Center of Hue University
*Email: hdtlinh@husc.edu.vn
ABSTRACT

The paper presents a face recognition model employing Histogram of Oriented
Gradients (HOG) features and a Support Vector Machine (SVM) classifier,
integrated with a radio-frequency identification (RFID) system on the Raspberry Pi
platform for door access control. The proposed system enables automatic
identification and authentication of users during entry and exit, while
simultaneously recording images, timestamps, and event logs to support
subsequent management and data retrieval. The results show that for systems with
limited hardware configurations, the HOG and SVM face recognition model is the

most optimal choice.
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