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TOM TAT

Phat trién cac hé thong IoT da va dang la xu thé phat trién cta linh vuc dién tit cong
nghé hudéng dén da dang cac ting dung trong xa hoi hién dai. Giai phap ma hda
trong sd nhe - LWC dang duoc chuin héa d€ dap tng ngay cang t6t hon cho cac hé
thong IoT hién dai. Giai phdp ma héa ASCON da duwoc vién Tiéu chudn va cong
nghé NIST cua My 1a moét trong cac chuan ma hdéa duoc khuyén nghi st dung 6
vong cudi. Trong bai bao nay chung t6i tap trung nghién ctru thiét ké va danh gia
hoat dong ma hda theo thuéat toan nay va hudng dén kha nang ting dung trong cac
hé thong IoT thé hé maoi. Thiét ké ciing hoa cho giai thuat ASCON duoc mo ta chi
tiét va mo6 phong danh gid mot cach toan dién da minh chiing dugc cac vu diém vé
tinh 6n dinh va t6i wu ca toc d va kha nang tich hgp vao hé thdng. Nhiing két qua
thu duoc cua thiét ké€ mach ma héa ASCON cho thdy kha nang tng dung cua thuat

toan nay vao cac hé thong IoT hién dai trong dai rdng cic tng dung.

Tw khéa: Hé thong IC, IC design, LWC, ASCON.

1. MO PAU

Xu huwéng phét trién cac hé thdng nhing va IoT da va dang thu hut s quan tam
nghién ctru phat trién ca trong nghién ctu va trién khai cong nghiép. Cac hé thong IoT
ngay cang mo rong va da dang cac ing dung [1]. Hé thong IoT vira ¢ kha nang linh
hoat dap tng da dang cac yéu cau ting dung; vira nang cao kha nang t6i wu hiéu qua
hoat dong thong qua xtt ly phan tan. Cung voi sy phat trién vuot bac thi thach thic dat
ra trong qua trinh thiét k&€ va trién khai cac hé thdng IoT cling tao nén cac thach thic da
dang méi [2]. Xu thé ToT cang phd bién va duoc trién khai rong khap thi thach thikc vé
bao mat dit liéu cling cang 16n dan. Trong cac ting dung ndong nghiép thong minh sé can
thu thap va quan ly thong tin d6i twgng nuoi trong chinh xac va tin cdy. Cac ing dung
IoT trong gia dinh can phai tich hgp chtrc ndng bao vé di liéu ca nhan. Cac giai phap
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bao mat hién c6 trén mang Internet thuwong dung nhu DES va AES du da va dap Gng tot.
Tuy nhién, trong rang budc ddc trung ctia IoT vdi cdc node mang co tai nguyén (xt ly,
bd nhd, ndng luong) han ché; giai phap bao mat cho cac hé thdng IoT can c6 10i giai phu
hop hon véi cac giai thuat ma hoéa can it tai nguyén tinh toan, d6 phtic tap cao.

Xu thé bao mat cho cac lién két bén trong cac hé thong IoT da tao nén hudng
nghién ctru no6i bat, diéu nay thé hién tai NIST ciing da tién hanh chudn hoa giai thuat
bao mat cho IoT [3]. Hoat dong chudn hoa da duoc trién khai ttr nam 2015 dén gan day
(10/2025) v6i rdt nhiéu nhém nghién ctru chuyén mon tham gia. Trai qua cac vong danh
gia, NIST da tao nén danh sach cac giai thuat vao vong 3 cudi cung gom 10 giai thuat
duoc chon. Giai thuat ASCON la mot giai phap mat ma trong s nhe - LWC (LightWeight
Cryptography) vuot qua qua trinh kiém dinh vong cudi cua NIST [4]. Trong thoi gian
qua thuat toan ASCON ciing da thu htt nhiéu nhém nghién cttu d€ hudéng dén kha nang
trién khai ting dung trong moét s6 diéu kién cu thé khac nhau [5] [6]. Qua nhitng nghién
ctu da cong b ciing nhw qua trinh trién khai hoat ddng ma hoa ctia chung t6i, kha nang
bao mat ctia thuat toan ASCON la dang tin cay, va tai nguyén can c6 cho hoat déng ma
héa cting phtt hop véi xu thé trién khai cac hé théng IoT.

Trong bai bao nay chting t6i trinh bay két qua nghién ctru giai thuat ma héa
ASCON trong hoat dong bao mat cho cac hoat dong truyén thong bén trong cac hé thong
IoT. Phan 2 cta bai bao sé trinh bay tong quan cac hoat dong nghién cttu vé bao mat
dinh hudng cho linh vyce IoT trong thoi gian qua. Phén 3 sé tap trung trinh bay giai phap
cing hoa giai thuat ASCON mot chi tiét d€ tao dwoc mot mach ma hoéa day du chiic
nang c6 kha nang bao mat khéi dix liéu 128bit. Ching t6i trinh bay két qua mo phong va
tong hop thiét ké dua trén phan mém Quartus va b KIT DE2-115 trong phan 4, va két
luan noi dung cong viéc trong phan 5.

2. CAC CONG TRINH LIEN QUAN

Xu hudng nghién cttu cac hé thong IoT da va dang dwoc quan tam phat trién
rong khrflp trén da dang cac tng dung tir nhiéu nguodn luc xa hoi. Hé thdng IoT cang
duoc phd bién trén dién rong véi nhiéu linh viee ting dung va nhiéu cong nghé duoc
phat trién dé hd tro [3]. Khi linh vue tng dung ctia IoT trai rong, dit liéu tao ra tir cac hé
thong IoT cang 16n va quan trong thi nhu cau bao mat va an toan trong hé thong IoT
cang la dong luc va thach thirc d6i voi tat ca cac nghién ctu trién khai hé thong nhing
va IoT hién dai. Tuy nhién, hé thong IoT hudng dén kha nang tdi vu tiét kiém tai nguyén
va st dung cac thanh phan st dung thuong han ché hiéu nang tinh toan. Vay nén, viéc
st dung cac giai thuat bao mat tién tién nhu AES lai can tai nguyén 16n, muc tiéu thu
nang luong cao sé la rat kho dé tdi wu cac hé thong IoT.
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Giai thuat ASCON la giai thuat ma hoda trong sd nhe véi hoat dong dua trén
nguyén ly xao tron dix liéu va ky thuat ham HASH da dwoc lwa chon la mot chuén héa
cua NIST v6i kha nang t6i vwu cho cac hé thong IoT [3]. Cac nghién ctru vé giai thuat
ASCON la rat da dang, tir cac nghién cttu chi tiét ky thuat bén trong dén cac nghién cttu
danh gia tong thé giai thuat va so sanh véi cac giai thuat khac [4]. Tuy nhién, giai thuat
ASCON trién khai cu thé trong xu thé ciing hoda cac giai phap bao mat cho IoT lai con rat
han ché.

Cac giai thuat ma hoda trong s6 nhe tuy da duoc NIST dé xuét thanh chudn hoda
nhung van chi dang & giai doan dau, phan 16n cac giai thuat chi tap trung dé xuat o dang
giai phap phan mém kha thi trén nén tang nhung véi cac vi xt ly va vi diéu khién [5].
Hién c6 mot s6 giai thuét cling da va dang dwgc nghién ctu va dé xuat thiét ké trén phan
céng nhu trong [6] st dung giai thudt COMET cho nén tang FPGA va giai thuat AES
theo dinh huéng ASIC nhu trong [7]. Nam bat xu hudng phat trién cta cac hé théng IoT
va truyén thong dit liéu 16n trong cac diéu kién rang buoc la dong lwec d€ phat trién cac
giai phdp tich hop cting hoa cac giai thuat ma hoa trong s6 nhe 1én vi mach [6].

3. KIEN TRUC PE XUAT CHO KHOI MA HOA
3.1. Hoat dong ma hoa

Giai thuat ma héa ASCON duoc thuc hién qua bon chirc nang chinh theo chudi
ndi ti€p cho muc tiéu ngau nhién héa chudi ban tin dau vao. Hinh 1 md ta chudi chiic
nang ma hoa theo thuat toan ASCON. Trong giai thuat ASCON la t6 hop cac budc xao
tron d liéu dau vao va td hop 5 vector trang théi 64bit {x_0,x_1,x_2,x_3,x_4 }, qua mdi
qua trinh x 1y sé€ nhan trang thai vao d€ xao tron di liéu qua cac ham ROUND bac phu
hop dé tao dit liéu gia ngau nhién dau ra. Trir qué trinh khéi tao sé sit dung céc khoa
riéng tu KEY, dit liéu cong khai NONCE va thong tin ma hoa d€ tao ra trang thai khoi
tao.
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Hinh 1. So d6 chitc nang dé xuat cho ma héa ASCON
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Khoi dong qua trinh ma hoéa la qua trinh xdo tron dit liéu khoa cong khai -
NONCE va chia khoa riéng bao mat KEY dé€ tao duoc trang théi khoi tao. Tt trang théi
khoi tao nay sé duoc xao tron voi di liéu lién két ¢ khoi xtt ly dit liéu lién két PRO_AD.
Khdi xt 1y ban tin sé xoan dir liéu ban tin dau vao vdéi trang thai thu dwoc tir khdi xt ly
d@ liéu lién két, trong treong hop ban tin ¢6 dd dai 16n hon 128bit sé sit dung thém ham
x@o tron ROUND 8 budc. Ban tin ma hda thu duoc tir két qua x4o trén dir liéu ban tin
v6i trang thai sau xtr ly dit liéu lién két c6 do dai twong ing vdi ban tin dau vao. Thé ma
héa dau ra ludn 6 do dai o8 dinh 1a 128bit dwoc tao ra tir khdi TAG bang cach xodn
trang thai ra ciia khoi PRO_MSG.

Cac khoi chtre nang chinh ctua hoat ddng ma hoa sé c6 chitc ndng xao tron dix liéu
ttr cac dau vao. D liéu vao sé duoc xtr ly d€ tao trang thai gom nam vector 64bit sau do
ngau nhién hoéa di liéu thong qua khoi SBOX. Nhu trong Hinh 2 trinh bay chi tiét kién
tric dé xuat cho khdi tao thé ma hda — TAG. Khoi TAG st dung di liéu dau vao la khoa
riéng tw KEY d€ tron véi hai vector dau tién caa trang théi la x0 va x1. Khéi dix liéu 320bit
cua trang thai sau tron sé dwgc dua vao ham xao tron ROUND 12 budce roi lai dwgc tron
v6i khoa KEY mot [an nita méi tao ra thé TAG dau ra. Thé TAG dau ra la t6 hop cua hai
vector dau tién trong 5 vector cuia 320 bit trang thdi ra ham xao tron.
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Hinh 2. Khéi chitc nang dé xuat cho module tao thé ma hda - TAG
3.2. Kién trtic dé xuat
Hoat dong xao tron di liéu trong cac khoi chirc nang ctia qud trinh ma hoa sw

dung ham ROUND véi s6 budc khac nhau, trong giai. Dau vao ham xao tron la trang
thai gom 5 vector 64 va sit dung hoat dong xao tron ctia SBOX cho mdi budc bén trong
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ham ROUND. Thiét kénay ching t6i huong dén kha nang tiét kiém chi phi thoi gian
thuc thi ma hda nén két hop hai bude trong mot chu ky xung. Do d6, hoat ddng xao tron
bén trong ham ROUND 12 budc dugc m6 ta nhw trong Hinh 3, va khéi ROUND nay
hoan thanh chi can 6 chu ky nhip - clk va dong thoi cling giam mot nita s6 thanh ghi can
dung d€ lvu 320 bit trang thai.
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Hinh 3. Khéi xon trén dit liéu caa Ham ROUND 12 budc.

Tai mdi budc xdo tron dit liéu chiing t6i stt dung ki thuat thiét k& logic t6 hop dé
thuc hién cac ham logic co ban nhu AND, XOR va két ndi cac mach trung gian d€ bao
dam tinh on dinh cua thiét k€. Trong Hinh 4 mo ta chi tiét kién truc thyce thi khdi ma hoa
co ban SBOX cuia thuat toan ASCON. Ky thuat xdo tron dit liéu ctia thuat toan ASCON
1a su két hop chia nho nhém dit liéu va xoan d€ ting tinh ngau nhién hoéa dit liéu.

Hoat dong xdo tron dit liéu dwgc thuc hién theo nhom 320 bit vdi 5 vector doc
lap 64 bit sé dwoc két hop tai dau vao, sau d6 thuee hién phép dao dé két hop xoén véi
nhénh dan chéo ¢ dau ra. Dau ra cia mach xao trén dix liéu cling 1a nhém 320 bit trang
thai voi 5 vector 64 bit dong thoi. Do ddc thu ctia hoat ddng xao tron dit liéu chi st dung
cac ham logic co ban nén trong thiét ké nay chung toi d€ xuat st dung ky thuat mach to
hop.
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Hinh 4. So d6 nguyén ly khdi xoén tron SBOX

3.3. Kién truc tong hgp ctia bd ma héa

Trén co s¢ tim hiéu nguyén ly lam viéc cuia giai thuat ma héa ASCON duoc cong
bd tai NIST, chung t6i da tién hanh thiét ké'lai giai thuat nay phtu hop véi xu thé thiét ké
vi mach. Thiét ké nay da sit dung ngdn ngir mé ta phan ciing Verilog két hop vdi cong
cu tong hop Quartus dé thuc thi va thu duoc kién trc cua b ma hoa theo thuat toan
ASCON nhu trong Hinh 5. Thiét ké dé xuat nay st dung ky thuat dong bd theo xung
nhip va hoat dong trao ddi bat tay dong bd bang cip tin hiéu valid/ready. Hoat dong
chuyén dit liéu bat tay d€ bao dam thong tin trao d6i gitta cac khdi con 1a an toan va tin
cay, diéu nay cho phép hé thong hoat déng theo dung nguyén ly ma héa theo 4 nhom
chtic ndng da duoc dé xuét trong Hinh 1.
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Hinh 5. Kién truc b ma héa tong hop 6 mirc RTL

Cac khdi chirc nang bén trong bo ma hoda st dung cac ham xao tron ROUND 8
budc hodc 12 budc d€ ngau nhién héa dit liéu. Dit liéu dau vao sé dwoc tron véi 320 bit
trang thai vao bang ham logic XOR. Trong Hinh 6 1a kién tric tong hop thu dwoc tir cong
cu Quartus cho khdi thiét 1ap dau vao INIT va khoi xt ly di liéu lién két PROC_AD.
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Hinh 6. Kién truc tong hop muitc RTL cho khéi thiét 1ap INIT va PROC_AD

Trong cdng trinh nay chung t6i tap trung thiét ké cho giai thuat ma héa ASCON
cho cac khoi ban tin dau vao nho hon 128bit (16Byte). Khdi xtt ly ban tin sé khong sw
dung ham xdo tréon ROUND ma chi st dung chtec ndng tron dit liéu bang ham logic
XOR. D4au ra ban tin ma hoa Cipher dwgc tong hop tit nhém trang thai ra caia khoi xtr ly
ban tin PROC_MSG va thé xac thuc la két hop ctia hai vector 64bit {x4, x3} tai dau ra cuia
khoi tao thé TAG.
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4. MO PHONG DE DANH GIA THU NGHIEM

Qua trinh tim hiéu thuat toan ASCON duoc thi hién dya trén cac cong bo cta
NIST tai cac vong lwa chon giai phap chuan hoa cho hoat dong ma hoa bao mat ting
dung trong cac hé thong IoT. Cac giai thuat bao mat duoc NIST cong bd bao gom ca tai
liéu va ma ngudn chuan hoéa cho cac dong vi xt ly va vi diéu khién 8+16bit, va cd ca ma
nguon thuc thi ma hoa va giai ma theo ngoén ngir C. Vay nén, chung toi lya chon phuong
phap kiém tra danh gia song song két hop qua trinh thuyee thi ma héa trén ma nguon C
duoc cong bd dé€ co6 duoc dir liéu dau vao va dau ra cho hoat dong kiém thir thiét ké.
Hoat dong kiém thtt duoc thuc hién theo nguyén ly tir khoi nho co ban dén cac khoi
chttc nang cu thé ctia qua trinh ma hoa.

Trong Hinh 7 1a két qua md phong danh gid hoat dong xao tron dix liéu tai khoi
SBOX ma chiing ti da thiét k& bang cong cu ModelSim tich hop trong Quartus. Kh&i ma
héa SBOX nay duoc thiét ké theo nguyén ly mach td hop nén trong két qua md phong
sé khong thé hién duogc do tré thoi gian dap tng tir khi c6 dit liéu vao dén ldc tin hidu

ra on dinh.

Hinh 7. K&t qua kiém thtr khoi ma hoa SBOX

Két qua mo6 phong danh gia cho ham xdo tréon ROUND véi s6 budc la 12 duoc
trinh bay trong Hinh 8. O kh&i con thuc hién chitc ning ham x4o tron ROUND 12 budc
thuc hién theo thiét k&€ ddong bod gom tin hiéu tai thiét 1ap rst_n va xung nhip clk. Qua két
qua md phong cho thay dd tré dap ting ciia ham ROUND la 7 xung nhip; diéu nay c6
thé giai thich 1a do thiét ké dé xuat trong Hinh 3 can thém mot xung nhip dé ghi di liéu
dau ra én dinh va sy bit tay gitta dau vao va mach ghi tai dau vao cua khdi x4o tron
nay. Trong thiét ké nay chting t6i stt dung mot thanh ghi dém dé tao tré cho tin hiéu xéac
thuc 16i ra thay cho khéi diéu khién phtc tap nhung lai ¢6 tinh 6n dinh cao (Hinh 9).
Nhung thiét k& ctia chiing t6i huéng dén kha nang can bang gitra chi phi va hiéu nang
nén ching t6i két hop hai vong mdi st dung mét thanh ghi dém. Ky thuat thiét ké nay
cho phép chung t6i tiét kiém chi phi thoi gian khi giam dwoc %2 s6 xung nhip dé thuc
hién cac khoi bén trong bd ma hoa.
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Hinh 10. Gian d6 thoi gian hoat ddng ma hoéa d liéu

Dua trén cac két qua tong hop cac thanh phan chitc nang ¢ trén, chiing toi tong
hop mach ma héa ASCON véi ky thudt ma hoa 128bit. Kh6i ma hoa sé nhan thong tin
dau vao la cac khoi 128bit gom: KEY, NONCE, AD va MSG cung véi cac tin hiéu diéu
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khién bat tay. Dau ra sé 1a két qua ma hda o_ct va thé xac thuc ra o_tag. Két qua mo
phong kiém thit duoc trinh bay nhu trong Hinh 11 va duoc so sanh d6i chiéu véi két
qua ma héa thu duoc tir ma nguén duwgc cung cdp chinh thitc trén [8].

5. KET LUAN

Trong bai bao nay chung toi da dé xuat mot thiét ké cho bd ma héa ASCON kha
thi trén nén tang FPGA va ciing c6 thé hudéng dén trién khai trén ASIC. B ma hoa
ASCON nay c6 thé hoat ddng on dinh véi cac khéi tin nho hon 128bit. Qua trinh ma hda
mat 15 xung d€ tao duoc ban tin ma hda va 9 xung dé tao nén thé ma hoa va két thuc
mot quy trinh ma hda.

Két qua tong hop cac chi phi thiét ké cho bo ma hoa ASCON duoc thé hién nhuw
trong Hinh 12. Thiét ké nay st dung tai nguyén nhiéu hon cac thiét ké cata COMET [7],
nhung cé vu diém noi bat la t6c d6 ma hoa dit liéu 16n hon nhiéu. Két qua chi phi thiét
ké tdng cao trong kién truc dé xudt nay hoan toan c6 thé giai thich tir nguyén ly lam viéc
cua giai thuat ASCON st dung cac khoi x4o tron 16n dén 5 x 64 = 320(bit), dong thoi
qua trinh can ldp lai nén can st dung thanh ghi rat nhiéu. Thiét k€ nay chi mat 15 chu
ky d€ ma hda 128bit thong tin thi hoan toan cd thé trién khai trong cac hé thong IoT thoi
gian thire. Day cting la mot nguyén nhan chinh khi NIST da lua chon giai thuat nay cho
vong 3 cua qua trinh lya chon chudn hoéa cho hoat dong bao mat trong s6 nhe trong cac
hé théng IoT.

Flow Status Flow Failed - Mon Jan 08 12:42:13 2024
Quartus II 64-Bit Version 13.1.0 Build 162 10/23/2013 51 Web Edition
Revision Name encrypt

Top-evel Entity Name encrypt

Family Cycone IVE

Device EP4CE115F29C7

Timing Models Final

Total logic elements
Total combinational functions

78,823 / 114,480 ( 25 %)
28,822 / 114,480 25 %)
4,955 [ 114,430 (4 %)
4955

Dedicated logic registers
Total registers

Total pins 789 /529 ( 149 %)
Total virtual pins a

Total memory bits 0/3981,312(0%)
Embedded Multiplier 9-bit elements 0 /532 (0 %)

Total PLLs 0/4{0%)

Hinh 12. Két qua thong tin tong hop thiét ké khoi ma hoa trén KIT DE2-115

Tt két qua thu duoc cua kién truc dé xuat khoi ma hda cho giai thuat ASCON,
ching toi sé hudng dén hoan thién ca khoi giai ma dwa trén 16i giai thuat 1a khéi SBOX
da hoan thién va sé tong hop trén cung mét kién tric hoan chinh. Dong thoi thiét ké nay
can dwgc kiém ching cu thé trén board FPGA hoan chinh va c6 thé két hgp véi cac vi
xt ly tich hop dé€ phat trién thanh mt san phdm hoan chinh c6 kha nang tng dung cao.
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ABSTRACT

The development of IoT systems has been and remains a significant trend in the
field of electronic technology, aiming toward a wide range of applications in modern
society. A lightweight cryptography (LWC) solution is being standardized to meet
the needs of modern IoT systems better. The ASCON encryption solution has been
selected by the U.S. National Institute of Standards and Technology (NIST) as one
of the recommended encryption standards in the final round. In this paper, we focus
on the research, design, and evaluation of encryption operations based on this
algorithm, to enable its application in next-generation IoT systems. The hardware
implementation of the ASCON algorithm is described in detail, and its
comprehensive simulation and evaluation have demonstrated advantages in
stability as well as in optimization of speed and integration capability into systems.
The obtained results from the ASCON encryption circuit design indicate the
potential applicability of this algorithm to modern IoT systems across a wide range

of applications.

Keywords: IC System, IC design, LWC, ASCON.
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