TAP CHI KHOA HOC VA CONG NGHE, Truong Pai hoc Khoa hoc, DH Hué
Tap 31, S8 1E (2025) ISSN: 2354-0842

DOI: 10.64302/joshusc.v31nle.1340

THIET KE BO XU LY PA LOI TANG TOC CHO THUAT TOAN SHA-256 SU
DUNG BO NHO CUC BO VA TINH TOAN SONG SONG TOAN PHAN

Phan Vin DPai*, Khéng Thi Thu Thao

Khoa Dién, Dién tr & Coéng nghé vat liéu, Truong Dai hoc Khoa hoc, Dai hoc Hué

*Email: vandai2995@gmail.com

Ngay nhdn bai: 17/9/2025; ngay hoan thanh phdn bi¢n: 12/10/2025; ngay duyét ding: 16/10/2025
TOM TAT

SHA-256 1a mot trong nhitng thuat toan dung d€ ki€ém chiing tinh toan ven di liéu
duoc stt dung rong rai nhat hién nay. D€ dat hiéu nang cao, nhiéu hé thong trién
khai SHA-256 truc ti€p trén phan cting. Tuy nhién, tdc d6 xi ly thuong bi giéi han
do khéi lwgng tinh toan 16n. Bén canh d¢6, thuat todn doi hoi nhiéu vong 1dp trén
cung mot dit liéu, dan dén viéc phai truyén di liéu lién tuc gitra b tang t6c va bd
nhé ngoai khi khong c6 bd nhé cuc bd. DE giai quyét van dé nay, bai bdo dé xuat
mot kién trac ALU két hop tinh toan song song toan phan véi cac tang pipeline, nho
dd nang cao t6c dd xt ly SHA-256. Ngoai ra, mot khoi bd nhé cuc bd dwgce bé tri gan
ALU d¢€ giam thiéu truy cap bd nhé ngoai trong qua trinh 1p tinh todn. Nham dat
toc d6 bam cao hon, thiét ké con duoc mo rong thanh bd tang téc SHA-256 da 161
dua trén SoC. Két qua thuwe nghiém cho thay bo tang tdc cua chung toi dat muc cai
thién cao nhét, véi toc dd xt ly tang gdp 31,2 lan va hiéu sudt phan cing tang gap

12,42 Tan so véi cac cong trinh trude day.

Tt khoa: SHA-256, tinh toan song song, bd nhé cuc bo.

1. MO PAU

Khai niém Xa hoi 5.0, duwoc Nhat Ban dé xuat trong Ké hoach Co ban vé Khoa
hoc va Cong nghé [an thit 5 [1], hudng dén xay dung mot xa hoi siéu thong minh noi cac
cong nghé nhw Al IoT va Blockchain dugc tich hop sau vao moi Iinh viee, mang lai cudc
song tién nghi va phat trién kinh t€ bén viing. M6 hinh nay dé cao viéc két noi khong
gian vat ly va khong gian mang, trong d6 di liéu tir cam bién va thiét bi thong minh
duoc thu thap, xtt Iy bang Al va Machine Learning, r6i phan hoi tro lai dé t&i wu cac hoat
dong thuec té€. Tuy nhién, viéc truyén tai luong dir liéu khong 16 lién tuc dét ra thach thic
16n vé an toan va bao mat thong tin.
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Hinh 1. Xa hoi 5.0 duoc tap trung phat trién [16].

Trong boi canh d6, ham bam SHA duoc sit dung rong rai trong cac ting dung
nhu DSA, HMAC va Blockchain nham dam bao tinh bao mat va quyén riéng tw [2]. SHA
hoat dong béng cach anh xa d@ liéu thanh gia tri bam khong thé dao nguoc, trong dé
SHA-256 1a thuat toan pho bién nhat hién nay. Do d6, nghién cttu va phat trién bd ting
t6c SHA-256 tro thanh mot hwdng quan trong nham dap ting nhu cau bao mat va hiéu
nang cao trong ky nguyén Xa hoi 5.0.
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48 loops
W IWH » Prl:ﬁ:]iss
|f
512-bit input data s 2
$ A
o I A e

ﬂ 64 loops
MC

Process

4

Hinh 2. Téng quan thuat toan SHA-256.

Thuét todn bam mat ma SHA (Secure Hash Algorithm) la m¢t ho ham bam duwoc
phat trién va cong bd béi Vién Tiéu chudn va Cong nghé Qudc gia Hoa Ky (National
Institute of Standards and Technology - NIST). Phién ban dau tién, SHA-0, duoc gidi
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thiéu vao nam 1993, sau d6 dwoc cai tién thanh SHA-1 vao nam 1995. Ho thuat toan
SHA-2, bao gom cac bién thé SHA-224, SHA-256, SHA-384 va SHA-512, duwgc NIST cong
bd vao nam 2001 [15]. SHA-256 duwgc tng dung rong rai trong cac linh vec nhu
Blockchain, ma xac thuec thong diép va giao thitc ma hoa. Thuat toan tao ra gia tri bam
256-bit tir dir liéu dau vao bat ky, gom hai giai doan: (i) tién xt ly chia dix liéu thanh cac
khoi 512-bit va (ii) tinh toan bam véi 64 vong ldp, gom Bd mo rong thong diép (ME) va
B0 nén thong diép (MC) nhu minh hoa trong Hinh 2.

Mot s6 nghién ctru trede day da tuy chinh duwong truyén dix liéu (datapath) cho
dit liéu phan hoi ctia ALU [3], hodc téi sap xép thtt tu cdc phép toan trong giai doan tinh
toan bam [4]. Cac phuwong phap nay giup giam truy cap bo nhé khong can thiét va rat
ngan duong téi han, tit 6 nang cao hiéu niang. Bén canh d6, mot sd thiét k& da st dung
ky thuét pipeline nhu cac khéi tinh toan doc 1ap cho MC, hodc ap dung phuwong phap
unrolling trong cac vong lap ngoai cia MC [5][6], gitp cai thién dang ké thong lwong.
Tuy nhién, cdc hudng tiép can trén van xtt ly tuan tu ME va MC & cac don vi riéng biét,
dong thoi tap trung vao hiéu nang 16i xt Iy ma chua hd trg bo nhé cuc bo.

Trong nghién ctru nay, ALU dugc thiét ké dé thuc hién tinh toan song song hoan
toan cho ca MC va ME, nh3m loai bo d6 tré do qua trinh tinh toan ME. Ngoai ra, ndm
tang tinh toan pipeline duwoc tich hop trong ALU d€ tang thong luwong. Mdi phan tte xt
ly (Processing Element — PE) con dwgc trang bi bo nhd cuc bd, thanh ghi dich va bo diéu
khién, nhdm hd tro lvu trir va x ly khéi lwong d liéu 16n mot cach hiéu qua. Kién tric
dé xuat nay da giam dang ké thoi gian truy cap b nhd caa ALU trong qud trinh xt ly
dit liéu cuong do cao.

3. MO HINH PE XUAT
3.1. Tong quan hé théng

Kién trac hé thong (Hinh 3) gom b tang tdc SHA-256 duwgc dé xudt va CPU
chinh, két noi qua giao dién AXI trong moi treong nhung. CPU, DDR va cac cong I/O
duoc déng goi trong khoi xt Iy PS, con bo tang tdc gom mang cac phan ti xt ly (PE) va
bd diéu khién toan cuc két noi truc tiép véi tiing PE. Thiét ké twong thich SoC gitp b
tang t6c dé dang tich hop vao cac hé thdng nhung cé ho tro AXI, dong thoi giam dd tré
nho st dung nhiéu bé nhé cuc bo (multi-local memories) cho phép xt ly lién tuc.
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Hinh 3. M6 hinh hé thdng dé xuat

CPU diéu khién toan hé thong, thuc hién khoi tao, truyén di liéu gitta bd nhd
ngoai va bd tang toc, cling nhw nhan két qua. Do truyén di liéu qua bus chia sé ton thoi
gian, bd nhd cuc bo trong bd ting toc dwgc dung d€ giam cho doi. Thanh phan chinh la
cac PE thuece hién tinh toan bam SHA-256, moi PE gom ALU pipeline, bo diéu khién, b
nhé cuc bo (WRAM, HRAM), thanh ghi dich va giao dién AXI. B diéu khién toan cuc
quan ly truyén dix liéu va anh xa dén tung PE.

ALU pipeline chtta toan bd toan ttr logic va s6 hoc cho 64 vong lap SHA-256,
duoc sap xé&p pipeline dé ting toc dd. Hai bd nhd WRAM va HRAM luu di liéu dau
vao/ra gan ALU gitp giam dd tré truy xuat, cho phép PE xi Iy lién tuc ma khong can
truy cap bd nhé ngoai. Mbi PE c¢6 thé xt 1y bon thong diép trong 64 chu ky, dat do tré
trung binh 67 chu ky. Khi cdu hinh t6i da 64 PE, b tang toc ¢ thé xit ly dong thoi 64x4xL
ham bam ma van duy tri pipeline va song song trén toan hé thong, gitip ting dang ké
hiéu ndng tong thé
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Hinh 4. Kién triic ALU duwoc dé xuat
3.2. Kién trac ALU dang pipeline

Kién tric ALU (Hinh 4) gom hai khoi chinh: Mo rong thong diép (ME) va Nén
thong diép (MC). Trong céc thiét ké trudc, SHA-256 tinh tuan ty gay do tré cao; thiét ké
nay ap dung rescheduling d€ rat ngan duong t6i han va giam d tré. Hai gid tri A va E
phu thudc vao T1 va T2, nén ALU tap trung t6i wu hai ham nay. Cac phép logic (X, L,
Maj, Ch, 0o, 01) duoc thuc hién song song, con cac phép cong duoc phan bs hop ly gitra
cac chu ky, gitp mdi vong 14p chi can 4 chu ky, véi pipeline 4 ludng song song dé ting
toc do xt ly.

Trong ME, chu ky dau thuc hién xoay, XOR va dich; chu ky sau dung hai bo cong
dé tao Wj, hoan tat sau hai chu ky, roi giri dén bo nhd cuc bd va MC. MC xt ly song
song: thuc hién Xy, X4, Maj, Ch & chu ky dau, sau d6 tinh T1, T2 va cap nhat A-H, hoan
tat mot vong trong chu ky thw tu.

Ca ME va MC chay 64 vong trong mot ALU. ME chia dau vao 512-bit thanh 16
khoi dau va tinh 48 khdi tiép theo tir Wj-16, Wj-15, Wj-7, Wj-2 trong WRAM, két qua
duoc truyén va luu song song gitta WRAM va HRAM. Nho xwr ly song song 4 ludng
pipeline, ALU tan dung tdi da tai nguyén phan cting, ting hiéu nang va thong luong,
trong khi két qua cudi duoc luu vao HRAM sau 64 vong.

3.3. Cau trac da bo nhé cuc bd
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Hinh 5. C4u trtc toan bd phan tie xtr ly dugc thiét ké véi da bo nhd cuc bd

Trén cac nén tang thuec t€, hé thong gom nhiéu mo-dun két néi va dong bd, trong
dd bo tang téc SHA-256 chi la mot phan. Do bang théng gitra cac mo-dun va CPU han
ch€, viéc truyén di liéu véi bd nhd ngoai cham hon truyén ndi bo, gay gian doan xw ly.
D& khic phuc, bd tang téc dung b nhé cuc bd luu dix liéu tam, dam bao xt 1y lién tuc.
Vi kién truc ALU pipeline 4 ludng song song, bd tang toc c6 4 khoi bo nhéd ME va 4 khoi
MC, déu la dual-port RAM hd tro doc/ghi dong thoi, dap tng yéu cau truyén dit liéu
nhanh. Hinh 5 minh hoa kién triic Processing Element (PE) gom hai bd nhé chinh:
HRAM va WRAM, mdi loai c6 4 khdi phuc vu 4 ludng song song. HRAM luu gia tri bam
khoi tao va két qua (16xL phan ttt, 32x16xL bit), con WRAM luu gia tri We—We; trong ME
(64xL phan tir, 32x64xL bit).

RD
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Hinh 6. Phan bé thoi gian khi chay da 16i

Trong qua trinh hoat dong, gia tri bam khoi tao dugc ghi vao HRAM, két qua
ME luu dan vao WRAM qua 64 vong, roi két qua cudi duoc ghi lai vao HRAM. MUX
dau vao/ra cho phép chon linh hoat gitta ALU, bo nhé cuc bd va bd nhé ngoai, trong khi
Controller diéu phoi luong dir liéu va truy cap bé nhd qua bus AXI. Nho chong lan
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(overlapping) gitta doc, xt ly va ghi, PE duy tri hoat dong lién tuc, giam d9 tré, tiét kiém
nang luwong va tang hiéu nang bo tang tdc SHA-256.

3.4. B§ tang toc da 16i hiéu ning cao

Cac ting dung hién nay c6 yéu cau da dang — tir ti€t kiém nang luong dén hiéu
nang cao — nén bo tang téc can kha nang cdu hinh s6 lwgng PE hoat dong. B tiang toc
duoc CPU diéu khién qua thanh ghi diéu khién, gom hai ché€ do: cdu hinh va truyén dir
lidu. O ch& d6 cdu hinh, CPU c6 thé bat/tat PE hodc nhén tin hiéu hoan tat xtr Iy. O ché
dd truyén dit liéu, thanh ghi diéu khién xac dinh vi tri bd nhé, chon khdi RAM (4 khoi),
loai WRAM/HRAM va PE can thao tac. Nho d6, CPU c6 thé doc, ghi hodc diéu khién
linh hoat tirng PE.

Mbi PE hoan thanh mot vong SHA-256 trong 64 chu ky; vdi 64 PE, trung binh chi
can 1 chu ky cho méi gia tri bAm. Bo nhé WRAM va HRAM riéng biét gitip 64 PE xt ly
lién tuc ma khong can truy cap bd nhd ngoai, dat hiéu suat t6i da 64x4xL thong diép
song song (voi L 1a s6 thong diép dau vao). CPU diéu phoi dix liéu theo chu trinh WR —
EXE — RD; trong khi mét PE giao tiép véi bus AXI, cac PE khac van hoat dong binh
thuong nhu minh hoa & Hinh 6. Nho pipeline va xtt ly song song, hé thong dat toc do
cao va tan dung t6i da tai nguyén phan cing.

4. KET QUA THi NGHIEM VA DANH GIA
4.1. Thiét 1ap thi nghiém va xac thuc trén phan ciing thuc t&

Dé kiém chting tinh ding dan, nhém nghién ctu trién khai nén tang SoC gom
Host PC va bo mach Xilinx UltraScale+ ZCU102 két n6i qua UART. Host PC st dung
Vivado va SDK dé€ cau hinh hé thong va 1ap trinh phan mém nhing. Trén ZCU102, PS
(chtta ARMvV8 va DDRAM) giao ti€p voi PL (chira bd tang toc SHA-256) qua bus AXI,
dong thoi ILA duoc dung dé quan sat dang song hoat dong.

Ung dung trong SDK (ngdn ngit C) thiee hién cdu hinh s lwong PE, ghi dit liéu
dau vao, va kich hoat bd tang toc bz“ing lénh start. Két qua duoc kiém tra qua ILA hoac

phan hoi trén terminal SDK.

Thtr nghiém véi cdu hinh mot PE va nhiéu PE song song cho thdy toan bd két
qua déu trung khop, chtiing minh b tang t6c SHA-256 hoat ddng chinh xac va on dinh
trén nén tang SoC.
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Bang 1. Két qua danh gia

Device Design Research | Freq. Slice/ FFs Cycle | Throughput | Hardware
(MHz) | LUT (Mbps) Efficiency
(Kbps/LUT)
Virtex 2 | ALU [3] 35 431 - 280 65 150
[7] 104 1117 - 65 820 734
[8] 133 1373 - 68 109 735
[9] 134 502 - 129 532 1509
Our 249 1064 1897 64 1989 1864
PEw/o | [10] 136 779 - 490 75 96
RAM | our 3330 | 5568 | 64 1584 | 475
Virtex E | Full PE | [11] 3588 1261 - 520 87 69
Our 85 3158 5230 64 677 215
Virtex4 | ALU [3] 50 422 - 280 91 217
[4] 256 979 - 66 1984 2027
[12] 171 610 - 65 1345 2205
[9] 222 485 - 129 881 1817
Our 355 1061 1895 64 2842 2678
Virtex 5 | ALU [3] 64 139 - 280 118 847
[9] 272 273 - 129 1080 3956
Our 411 771 1895 64 3288 4264
PEw/o | [13] 179 2796 - 65 1410 505
RAM | our 374 | 2881 |5563 |64 | 2992 4262
64 PE Our 290 451545 | 339399 | 1 148480 328
Virtex 6 | ALU [14] 271 960 - 68 2040 2125
Our 525 773 1895 64 4196 5429
64 PE Our 348 451763 | 399335 | 1 178176 394
Virtex 7 | Full PE | [6] 181 6367 25190 | 101 917 144
Our 403 3102 5385 64 3224 1039
64 PE Our 406 451132 | 339083 | 1 207872 460
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4.2. Két qua thuc nghiém tong hop (Synthesis) trén FPGA

Mach duoc thiét k& va kiém chiing chitc nang bang testbench trén Modelsim véi
ba truong hop: khoi ALU, mot PE hoan chinh va nhiéu PE xtt ly song song. D€ so sanh
v6i cac kién trac SHA-256 hién co, bd tang t6c duoc tong hop trén nhiéu FPGA, gom
Virtex-2, -E, -4, -5, -6, va -7. Céc tiéu chi so sanh gom tan s, luong tai nguyén logic, toc
dd xw ly va hiéu suét phan ctng.

Do su khac biét gitra cac cong trinh (chi ALU, toan bo kién tric, hodc khong co
bd nhd), nhdm nghién ctru da tdng hop mach theo nhiéu cdu hinh (ALU riéng, toan b
kién trtic, 1 PE va 64 PE) d&&€ dam bao tinh cong bang. K&t qua cho thay hiéu ning vuot
trdi 0 moi cau hinh. Bang thong xtt 1y (Throughput) duoc tinh theo cong thire (1) dua
trén két qua tdong hop tir cdng cu Vivado:

Throughput = (blocksize x Fmax) / #clockcycle (1)
Trong do:
- blocksize: Kich thuwéc mét block dix liéu dau vao (512 bits d6i véi SHA-
256)
- Fmax: Tan s6 hoat dong t3i da cua thiét ké sau khi tong hop
- #clockeycle: SG chu ky can thiét d€ xi 1y hoan chinh mot block
Hiéu suét phan cing (Hardware Efficiency) duoc dinh nghia nhu cdng thiec (2):
Hardware Efficiency = Throughput / LUTs (2)
Trong d6 LUTs (Look-Up Tables) 1a s6 lugng tai nguyén logic duoc st dung
trén FPGA, phan anh muic d6 t6i wu cta thiét k€.

Cu thé, trén Virtex-2, ALU dat 1864 Kbps & 249 MHz, cao hon 29.2x vé thong
luwong va 12.42x vé hiéu suat phan ciing so vdi cac cong trinh [3], [7], [8], [9], nho kién
tric pipeline va k§y thuat tai sip xép toan tir gitip giam dd tré duong truyén. Trén Virtex-
E, PE hoan chinh dat thong luwong va hiéu sudt cao hon lan lwgt 7.78x va 3.1x so voi [11].
Vi Virtex-4, thong lwong va hiéu suét cao hon t6i da 31.2x va 12.34x. Trén Virtex-5, hiéu
sudt phan ctng cta ALU va PE cao hon tdi da 8.4x. Trén Virtex-6 va Virtex-7, hiéu suat
phéan ciing tang 2.55x va 9.09x so voi [14] va [6].

Két qua tong hop khing dinh b ting t6c SHA-256 duoc dé xudt dat hiéu ning
va hiéu suat phan cing vuot troi trén nhiéu nén tang FPGA.

5. KET LUAN

Trong bai bao nay, chung toi dé xudt mot b tang tdc da 16i cho thuat toan SHA-
256 nham nang cao hiéu nang tinh toan bam. Bang cach trién khai co ché tinh toén song
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song gitta ME va MC, d0 tré ctia ALU trong mdi vong lap duoc gidm dang ké. Bén canh

dd, bé nhé cuc b va b diéu khién trong PE chiu trdch nhiém diéu phdi luong di liéu,

qua

dd6 loai bo viéc truyén di liéu thuong xuyén gitta b tang téc va b nhd ngoai. Kién

triuc dé xuat, bao gom tam PE két hop véi CPU, da duoc hién thuc hda trén nén tang
Xilinx UltraScale+ ZCU102. Két qua thuc nghiém cho thdy thiét k€ nay dat hiéu nang
vuot troi so voi cac giai phap hién tai.

[1].

2].

13].

[4].

[5].

[6].

7.

[8].

[9].

[10].

TAI LIEU THAM KHAO

Shiroishi, Yoshihiro, Uchiyama, Kunio, Suzuki, Norihiro (2018). Society 5.0: For human
security and well-being.

W. Stallings (2017). Cryptography and Network Security: Principles and Practice, 7th
edition.

R. Garc1a, I. Algredo-Badillo, M. Morales-Sandoval, C. Feregrino-Uribe, and R. Cumplido
(2014). A compact FPGA-based processor for the secure hash algorithm SHA-256,
Computers & E.E. 40(1), pp. 194-202.

Yimeng Chen, Shuguo Li (2020). A high-throughput hardware implementation of SHA-256
algorithm, IEEE International Symposium on Circuits and Systems (ISCAS), pp. 1-4.

Raffaele Martino, Alessandro Cilardo (2019). A flexible framework for exploring, evaluating,
and comparing SHA-2 designs, IEEE Access 7, pp. 72443-72456.

M. Kammoun, M. Elleuchi, M. Abid, and M. S. BenSaleh (2020). FPGA-based
implementation of the SHA-256 hash algorithm, IEEE Inter. Conf. on Design & Test of
Integrated Micro & Nano-Systems, pp. 1-6.

I. Algredo-Badillo, C. Feregrino-Uribe, R. Cumplido, and M. Morales Sandoval (2011). Novel
hardware architecture for implementing the inner loop of the SHA-2 algorithms. 14th
Euromicro Conference on Digital System Design, pp. 543-549

R. P. McEvoy, F. M. Crowe, C. C. Murphy, and W. P. Marnane. Optimisation of the SHA-2
family of hash functions on FPGAs (2006). IEEE Computer Society Annual Symposium on
Emerging VLSI Technologies and Architectures (ISVLSI'06), pp. 317-322.

M. M. Wong, V. Pudi, and A. Chattopadhyay. Lightweight and high-performance SHA-256
using architectural folding and 4-2 adder compressor (2018). 2018 IFIP/IEEE International
Conference on Very Large Scale Integration (VLSI-SoC), pp. 95-100

M. Kim, J. Ryou, and S. Jun. Efficient hardware architecture of SHA-256 algorithm for trusted
mobile computing (2009). International Conference on Information Security and Cryptology,
pp- 240-252.

[11].K. K. Ting, S. C. L. Yuen, K. H. Lee, and P. H. W. Leong. An FPGA-based SHA-256 processor

(2002). International Conference on Field Programmable Logic and Applications, pp. 577-
585.

90



TAP CHI KHOA HOC VA CONG NGHE, Truong Pai hoc Khoa hoc, DH Hué
Tap 31, S8 1E (2025) ISSN: 2354-0842

[12].Meelu Padhi and Ravindra Chaudhari. An optimized pipelined architecture of SHA-256 hash
function (2017). 7th International Symposium on Embedded Computing and System Design
(ISED), pages 14.

[13].C. Jeong and Y. Kim. Implementation of efficient SHA-256 hash algorithm for secure vehicle
communication using FPGA (2014). International SoC Design Conference (ISOCC), pp. 224-
225, Nov.

[14].M. D. Rote, N. Vijendran, and D. Selvakumar. High—performance SHA-2 core using the
round pipelined technique (2015). IEEE International Conference on Electronics, Computing
and Communication Technologies (CONECCT), pp. 1-6, Jul.

[15]. National Technical Information Service, U.S. Department of Commerce/NIST,
Springfield, VA, USA (2002). FIPS 180-2—Secure Hash Standard. [Online]. Available:
https://mvlpubs.nist.gov/nistpubs/fips/nist.fips.180-4.pdf.

[16].Yoshihiko Nagasato, Takashi Yoshimura, and Ryo Shinozaki. Realizing Society 5.0:
Expectations from Japanese Business. [Online]
Available:https://www jstage.jst.go.jp/article/jsim/38/1/38_3/_pdf

91



Thiét ké'bg xir 1y da 16i ting toc cho thudt todn SHA-256 sir dung bg nho cuc bg ...

HIGH PERFORMANCE MULTICORE SHA-256 ACCELERATOR USING FULLY
PARALLEL COMPUTATION AND LOCAL MEMORY
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ABSTRACT

Ensuring data integrity is crucial in modern computing systems. Among the
commonly used algorithms for integrity verification, SHA-256 is one of the most
prevalent. To achieve high performance, many systems implement SHA-256 in
hardware. However, its processing throughput is often constrained by the intensive
computations involved. In addition, the algorithm involves repeated iterations over
the same data, which can lead to frequent transfers between the accelerator and off-
chip memory when local storage is not utilized. To address these issues, this paper
introduces an ALU architecture that integrates fully parallel computation with
pipelined layers, thereby improving the processing speed of SHA-256. Furthermore,
a local memory unit is placed close to the ALU to reduce off-chip memory access
during iterative operations. For even higher hash rates, we extend the design to a
multicore SoC-based SHA-256 accelerator. Experimental results on an FPGA-based
SoC (Xilinx UltraScale+ ZCU102) demonstrate up to 31.2x higher throughput and

12.42x higher hardware efficiency compared with representative prior designs.

Keywords: SHA-256, parallel computation, local memory.
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