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TOM TAT

SQL Injection (SQLi) la ky thuat tdn cong pho bién trong bao mat tng dung web,
day la ky thuat cho phép nguoi tdn cong xam nhép, truy xuét co sé dit liéu bang
céch khai thac 16 hong dau vao khong duoc xtr ly dung cach. Ky thuat tdn cong nay
duogc st dung dé danh cap dit liéu hodc tham chi chiém quyén kiém soat hé théng.
Viéc thiéu trién khai cac bién phap bao mat trong qud trinh phat trién ting dung web
12 nguyén nhan chinh dan dén sy ph6 bién ctia SQLi. Bai bao thuc hién phan tich va
danh gia cic ky thuat tan cong SQL Injection thuong gédp gom: Blind SQLi, Union-
based SQLi va Error-based SQLi. Ttr d6, dé xudt mét s giai phap phong chong dé
xay dung hé thong an toan hon nhu: St dung truy van tham s6 hda va quyén t6i

thiéu, trién khai tuwong ltra ttng dung web (WAF) hay ma hda bao mat.

Tt khoa: SQL Injection, Blind SQLi, Error-based SQLi, Union-based SQLi, WAF.

1. GIOI THIEU

Hién nay, theo OWASP (Open Web Application Security Project) - t& chitc qudc
t€ hang dau chuyén vé viéc bao mat ting dung web, SQL Injection (hay SQLi) lién tuc
duoc xép vao top 10 16 hdng bao mat nguy hiém nhat dugc ghi nhan trong nhitng nam
gan day, véi hang nghin vu vi pham di liéu nghiém trong trén toan cau [1]. Bén canh
dd, theo thong ké tir cac bao cdo vé an ninh mang, hon 50% cac cudc tan cong vao hé

théng co so dit liéu bat ngudn tir SQL [2].

SQLi 1a ki thuat tdn cong nham muc dich khai thac 16 hdng bao mat trong cac
tng dung web cho phép ké tan cong gt cac truy van SQL (Structured Query Language)
khong hop 1€ hodc doc hai dén co so dit liéu. Nhiing truy van nay co thé bi thay doi dé
bo qua x4c thyc truy van dau vao, dan dén ro ri dit liéu hogc bi mat quyén kiém soét hé

thong. SQLi thuong xay ra khi iing dung web xt ly cac tham sd dau vao tir nguoi dung
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khong dung cach, tir do dan dén viéc thyec thi cac cau 1énh SQL déc hai. Loi dung diéu

do, cac ké tan cong co thé gay ra cac rui ro nhuw sau:

Mt cdc thong tin bao mdt: Nguoi tan cong cd thé truy cap vao cic thong tin
quan trong nhu mat khau, thong tin ca nhan, hodc dit liéu tai chinh gay ro ri thong tin

va anh huong dén bao mat ctia cac ca nhan hodc to chiec.

Co s6 dir liéu chita ma doc: Nguoi tdn cong cd thé chen ma doc (vi du nhu cac
doan ma JavaScript) vao co s¢ dit liéu khién ting dung web thuc thi ma doc khi di liéu
duoc truy xuat, tir d6 c6 thé anh huwong dén nguoi dung khac hodc hé thong.

Mt mdt hodic sai léch dit ligu: Mot trong nhiing tac dong nghiém trong ciia SQL
1a kha ning thay d6i hodc xda dit liéu quan trong trong co sé dit liéu. Diéu nay dan dén

viéc mat mat di liéu hodc lam gian doan hoat dong ctia hé thong.

M@t quyén kiém sodt h¢ thong: Khi SQL Injection két hop véi Remote Code
Execution (RCE), nguoi tan cong co6 thé chiém quyén diéu khién mdy cht hoan toan, cai
dat thém cac phan mém doc hai hodc tham chi thyc hién tan cong cac hé thong khac

trong mang ndi bo.

Trong bai bao nay, ching tdi sé tap trung vao viéc phan tich chi tiét cac ky thuat
tén cong SQL Injection nham 1am sang t cach thitc hoat dong va danh gia mic d6 rai
ro ctua ching. Theo do, chiing toi trinh bay tong quan vé ky thuat tan cong SQL Injection
va dua ra cac phan tich chi tiét vé cac ky thuat tdn cong SQLi pho bién, bao gom: Blind
SQLi, Error-based SQLi va Union-based SQLi. Dong thoi, chung toi dé xudt mot s6 giai
phép bao mat hd tro bao vé co so dit liéu trong cac ting dung web nhu: trién khai cac k§
thuat truy van tham so hoa, tuwong ltta tng dung web (WAF) hay ma hdoa bao mat. Qua
trinh khao sat va danh gia cac truong hop tan cong cu thé duoc thyc hién dya trén moi

treong ctia TryHackMe.

2. CAC HINH THUC TAN CONG SQL INJECTION

Nhu da dé cap ¢ phan 1, ky thuat SQL Injection (SQLi) la mét trong nhitng hinh
thitc tdn cdng nguy hiém va phd bién nhat, tdn dung cac 16 héng bao mat trong tng
dung web d€ thuc thi cac truy van SQL ddc hai. Du chi la nhiing chudi 1énh don gian
nhung moi truy van nay lai c6 thé gay anh huong dén toan b hé thong, tir viéc danh
cép dit liéu bao mat cho dén chiém quyén diéu khién hé thdng. Viéc hiéu duoc phuong
thirc hoat dong va cac loai hinh tdn cdng SQLi khong chi gitip nguoi doc thdy dwge mire
dd nguy hiém ctia né ma con déng vai tro quan trong trong viéc xay dung cac giai phap

bao mat hiéu qua hon.
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Trong ndi dung nay, chung t6i sé phan loai va phan tich vé cac hinh thic tin
cong SQL Injection, gitp nguwoi doc cé thé hiéu rd hon nhitng nguy co tiém an tir ky
thuat tdn cong nay. Méi ki thuat tdn cong c6 mot cch tiép can khac nhau, tuy nhién co
thé phan SQLi thanh 03 dang phd bién sau:

DPau tién, 1a ky thuat Blind SQL Injection (Boolean-Based, Time-Based), xay ra
trong cac treong hop ma hé théng khong hién thi 16i rd rang hodc khong cung cap thong
bdo chi tiét vé trang thai truy van SQL. Tuy nhién, nguoi tdn cong van cé thé loi dung
cac phan hdi gian tiép tir hé thdng dé thu thap thém thong tin va x4c dinh 16 hong. Cu
thé, sit dung ky thuat Boolean-based dé€ xac dinh di liéu thong qua sy khac biét vé két
qua trong cac truy van SQL c6 diéu kién (true/false) hoac sit dung ky thuat Time-based
xac dinh thong tin dwa vao khoang thoi gian ma hé thdng mat d€ tra 10i truy van thong

qua viéc stv dung cac 1énh 1am cham thoi gian phan hoi cua hé théng.

K& dén, ky thuat Union-Based SQL Injection cé thé duoc xem 1a ky thuat nhanh
va hiéu qua nhat va néu khong cd bién phap bao mat, di liéu cd thé bi ro ri ma khong
d€'lai dau hiéu ro rang. Ky thuat SQLi nay cho phép nguoi tan cong st dung cau lénh
UNION dé két hop két qua ctia hai hodc nhiéu truy van SELECT thanh mét tap két qua

duy nhat, loai b cac ban ghi trung lap tir d6 1dy duoc thong tin ctia co s dit liéu.

Cudi cung 1a ky thuat Error-Based SQL Injection. Ky thuéat tan cong nay thwc hién
khai thac dwa trén cac thong bao 16i tir hé thong tra vé khi gap cac truy van SQL khong
hop 1é. Thong thuong, nhitng thong bao nay thuong chita thong tin vé cau trac co so dit
liéu nhu: tén cac bang va cac treong dit liéu; ki€u di liéu cua ting truong hay tham chi
cach thirc t6 chtre /lién két trong co so dit liéu. Tt d6, giap nguoi tan cong dan dan thu
thap duoc thong tin day da vé hé thong co so dit liéu va cd thé dua ra cac ké hoach tan

cong sau hon vao hé thong.

3. PHAN TiCH VA KHAI THAC SQL INJECTION
3.1. Cong cu va moi truong thtr nghiém

Bai b4o nay tap trung tim hiéu, nghién cttu va thtt nghiém vé ky thuat khai thac
16 hong SQL Injection. Trong cac qua trinh trén, viéc thiét lap mot moi truong thw
nghiém la diéu kién quan trong nhdm dam bao c6 thé tao ra duwoc mdt mdi treong cho
phép ngudi ding mo6 phong tan cong trong khi van dam bao tinh an toan vé mat bao
mat cho hé thong dang sir dung. Hién tai, cong dong an ninh mang trén thé gidi cé nhiéu
mdi treong thtr nghiém tir co ban dén nang cao, vi du: TryHackMe, Hackthebox,
HackmyVM ... Trong d6, TryHackMe la nén tang phuc vu cho moi d6i twong nguoi
duing tir nhitng ngudi méi bat dau cho dén cac chuyén gia trong nganh. TryHackMe hd
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tro ngwoi hoc qua cac bai thuc hanh, diéu nay gitp ho cai thién kj nang khai thac va
phong thu 16 hong bao mat trong mot moi trieong an toan. Ngoai ra, diém manh cta
TryHackMe la sy ho trg tir cong dong nguredi dung rong 1én va cc chuyén gia trong linh
viec an ninh mang,.

Bén canh moi treong moé phong thuc nghiém, chung ta con c6 thé sit dung cac
cong cu pho bién khac dé€ khai thac SQL Injection, bao gom cac bd cong cu phd bién nhu:
SQLmap [3], Burp Suite[4].

3.2. Quy trinh khai thac

Sau khi thuc hién trién khai moi treong va cac bo cong cu, ¢ thé thye hién mo
phong va danh gia cac cudc tan cong SQL Injection dé€ ¢ thé hiéu thém vé ky thuat tan
cong trén. Va vé co ban, viéc khai thac SQL Injection c6 thé dugc thyc hién theo quy
trinh dwoc trinh bay trong bang 1.

Bdng 1. Quy trinh khai thac 16 hdng SQL Injection

Budc dau tién trong qua trinh khai thac SQL Injection la xac dinh cac diém dau vao
trong tng dung web chang han nhu: cac biéu mau nhap liéu, URL hodc tham s8
GET/POST khong duoc kiém tra hodc khong duoc xt ly an toan.

Sau khi xac dinh duoc cac diém dau vao khong an toan hodc doc hai, chen vao cac
tham s va cac payload SQL d€ kiém tra kha ning bi tdn cong ctia hé thdng. Cac

payload nay gom cac cau Iénh SQL d6c hai nham xé4c dinh cac yéu diém ctia hé théng.

Sau khi chen payload, can phan tich phan hoi tit may chu dé€ xac dinh tng dung hodc
hé théng c6 bi anh hwdng boi 16 hong SQL Injection hay khong. Cac phan hbi tir may
cht dua ra cac thong tin vé cau tric co so dit liéu, thong bao 16i SQL va nhan dang 16

hong SQL Injection.

Cac quy trinh khai thac trén gitp xac dinh va khai thac cdc 16 hong bao mat trong
hé thong co so dit liéu tir d6 truy xuét cac dix liéu bao mat, chéen ma doc hodc tdn cong
vao hé thong.

3.3. Minh hoa thuc nghiém

D€ minh hoa qua trinh khai thac SQL Injection, nghién cttu nay khai thac ndi
dung: Advanced SQL Injection ctia nén tang TryHackMe. M6 phdng nay cung cap mot
mdi truong thuc t& cho ngurdi hoc vé cac 16 hong SQL Injection.
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Dau tién, thong qua st dung Nmap c6 thé gitp phat hién va kiém tra dueoc may
chu/hé thong co st dung dich vu co so dit liéu, Ch:?mg han nhu MySQL hay MariaDB.
Nhu trong treong hop dang xét ¢ Hinh 1, c6 thé nhéan thdy hé thong dang sit dung
MariaDB (port 3306, trang thai Open) va do d6 n6 hoan toan cé thé bi tin cong bang ki
thuat SQL Injection.

nmap -A -T4 -p 3306,3389,445,139,135 10.10.207.129
Starting Nmap 7.94SVN ( https://nmap.org ) at 2024-10-23 20:05 +07
Nmap scan report for 10.10.207.129
Host is up (0.20s latency).

PORT STATE SERVICE VERSION

135/tcp open msrpc Microsoft Windows RPC
139/tcp open netbios-ssn  Microsoft Windows netbios-ssn
445/tcp open microsoft-ds?

Hinh 1. Xac dinh duoc cong 3306 dang mé trén may cht muc tiéu bang Nmap
Vi qua trinh tan cong kha phtic tap va chi tiét, nén trong pham vi bai bao nay,
chting t6i xin duoc trinh bay mot cach stc tich va ngén gon vé mot s6 kiéu tan cong SQLi
thuong gép trong cac ndi dung tiép theo
3.3.1. Khai thac SQL Injection: Second-Order SQL Injection
Budc 1: Tim kiém diém dau vao khong duwoc kiém tra hodc khong duwoc xi ly
dang cach.

Trong treong hop nay, khi chen payload (payload: ©0000°) thi may chi/hé thong
van phan hdi: “New book added successfully” cho thdy rang day c6 thé'1a diém dau vao
khong duoc kiém tra hodc khong duoc xtt Iy dung cach (Hinh 2). Tt day tién hanh chen
payload doc hai d€ khai thac dit liéu c6 trong co so dit liéu ctia may chu/hé thong.

Books in Database

SSN BOOK NAME AUTHOR
Ul00012 Intro to PHP Tim
12345 book1 book1
00000’ book2 book2

Hinh 2. Xac dinh diém dau vao khong duoc ki€ém tra hodc khéng duoc xt ly dung cach.

Budc 2: Chen payload (trong tai) d€ kiém tra cac yéu diém
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00000' book2 book2

12345"; UPDATE books SET
book_name ="compromised’; bock3 book3

Hinh 3. Chen payload (trong tai) d€ khai thac dix liéu.

Tién hanh chen payload doc hai dé khai thac di liéu (payload: 12345° UPDATE
books SET book_name=’compromised’;--). Két quala dit liéu da bi khai thac thanh

cong.
Budc 3: Khai thac va lay di liéu

Update Book Content
Flag 1 (All books title as compromised): THM{SO_HACKED}

Hinh 4. Dt liéu da bi khai thac thanh cong.

Cac két qua trén cho thay, chung ta da khai thac dwgc toan b théng tin vé co so
dt liéu cta thw vién sach, bao gom cac thong tin dwoc an gidu trong co so dit liéu.

3.3.2. Khai thac SQL Injection: Filter Evasion Techniques

Budc 1: Tim ki€ém diém dau vao khong duoc kiém tra hoac khong duoc xtr ly

dung cach
Search for a Book

Intro to PHP

Generated SQL Query: SELECT * FROM books WHERE book_name ='Intro to PHP'

Book ID: 1
Name: Intro to PHP
Author: 1337

Hinh 5. Xac dinh diém dau vao khong duwoc kiém tra hodc khong dwgc xt ly ding cach.

Tim kiém tén sach ¢ 6 tim kiém cho thdy phan hoi cia may chi/hé thdng khong
chi dua ra thong tin ctia quyén sach ma con dua ra cau 1énh truy xuat dit liéu tit co so
dw liéu. Tt day co thé xac dinh diém dau vao khong dugc kiém tra hodc khong duwoc xu
ly dang cach.

Budc 2: Chen payload (trong tai) d€ kiém tra nhiing yéu diém dé khai thac

Tién hanh dua payload (payload: search_books.php?book_name=Intro to
PHP) 1én dia chi truy cap web dé& dé khai thac va chén payload doc hai.
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<« C @ O 8 10.10.182.231/encoding/search_books.php?book_name=Intro to PHP
™3 Kali Linux & Kali Tools [ Kali Docs XX Kali Forums {X Kali NetHunter = Exploit-DB = Google Hacking DB #j} OffSec
Generated SQL Query: SELECT * FROM books WHERE book_name = "Intro to PHP*
Book ID: 1
Name: Intro to PHP

Author: 1337
Hinh 6. Chen payload (trong tai) d€ khai thac di liéu.
Budc 3: Khai thac va 1dy di liéu

Chen payload doc hai (payload: search_books.php?book_name=Intro to
PHP’ || 1=1--+) két qua la toan bo dir liéu da trong co s& di liéu da bi liét ké dong
thoi c6 thé thay doi, xda hoac thém di liéu vao co so dix liéu.

&« C 0 O 8 10.10.182.231/encoding/search_books.php?book_name=Intro to PHP' || 1=1 --+
" KaliLinux & KaliTools K& KaliDocs ¥ Kali Forums (=Y Kali NetHunter = Exploit-DB & Google Hacking DB #[¥ OffSec
Generated SQL Query: SELECT * FROM books WHERE book_name = 'Intro to PHP' | | 1=1--'

Book ID: 1

Name: Intro to PHP
Author: 1337

Book ID: 2

Name: Intro to Python

Author: Lee
Hinh 7. Dt liéu da bi khai thac thanh cong.
3.3.3. Khai thac SQL Injection: Other Techniques
Budc 1: Chen payload (trong tai) d€ kiém tra yéu diém ctia hé thong.

Stt dung phan mém burpsuite, payload: * UNION SELECT username, password
FROM user; # (payload nay liét ké tat ca tén nguoi dung va mat khau co trong co so dit
liéu ciia mdy chi/hé thong)

Raw Hex

GET /httpagent/ HTTP/1.1

Host: 10.10.4.206

Cache-Control: max-age=0

Unarade-Tnsecure-Reauests: 1

User-Agent: ' UNION SELECT username, password FROM user; ﬁ
Accepi:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng, */*;q=0.8,app
gned-exchange;v=b3;q=0.7

Accept -Encoding: gzip, deflate, br

Accept -Language: en-US,en;q=0.9

Connection: close

e whn -

]

0w~

Hinh 8. Chen payload (trong tai) d€ khai thac dix liéu.
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HTTP Logs

Generated SQL Query: SELECT * FROM logs WHERE user_Agent =" UNION SELECT username,
password FROM user; #'

id: bob
user_Agent: bob@123

id: attacker
user_Agent: tesla

Hinh 9. Két qua phan hoi ctia may chu khi chen payload doc hai
Phan hoi tir mdy chti/hé thong cho thay tat ca tén nguoi dung va mat khau duoc
liét ké di kem véi d6 la cau 1énh truy van dix liéu SQL.
Budc 2: Khai thac va l1ay di liéu

Tién hanh chen payload ddc hai: © UNION SELECT book_id, flag FROM
books; # (payload nay liét ké tat ca sach va co dwgc an gidu trong co so dir liéu ctia hé
thong)

Raw Hex

GET /httpagent/ HTTP/1.1
Host: 10.10.4,206
Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1
User-Agent: ' UNION SELECT book_id, flag FROM books; #
5 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,1image/avif, image/webp,image/apng, */*¥;q=0
gned-exchange;v=b3;q=0.7
7 Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;qg=0.9
Connection: close|

[

nles wn

(o1}

[

Hinh 10. Chen payload (trong tai) d€ khai thac di liéu

Phan hoi tir mdy chti/hé thong cho thay tat ca tén nguoi dung va mat khau duoc

liét ké di kem voi d6 1a cau 1énh truy van di liéu SQL.

HTTP Logs

Generated SQL Query: SELECT * FROM logs WHERE user_Agent = " UNION SELECT book_id, flag
FROM books; #'

id: 1
user_Agent: THM{HELLO}

Hinh 11. D@ liéu da bi khai thac thanh cong.

Tt viéc khai théc trén, chung ta da 1ay dwoc toan bo thong tin vé co so di liéu
bao gom nguoi duing, mat khau va nhiéu thong tin khac & cic bang khac nam trong co
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sO dit liéu (bao gom ca thong tin dwoc an gidu trong co sé dit liéu) tir day c6 thé chinh
stra, x0a hodc thém dix liéu vao co so dit liéu dé kiém soat va khai thac hé thong.
3.3.4. Dé xudt cac giai phap nang cao bao mat cho hé thong ting dung Web

Ttr cac két qua trén, chung ta c6 thé nhan thay dwgc cac nguy co va anh hwong
cua SQL Injection dén co s6 dit liéu va hé thong. Do dd, nhdm tac gia dé xudt mot so giai
phap nham cai thién tinh bao mat va an ninh cho hé théng bao gom:

Giai phdap ldp trinh: St dung truy vadn tham s6 hoéa (Prepared
Statements/Parameterized Queries) [5], Ap dung nguyén tic quyén t5i thiéu - Least
Privilege [6], Kiém tra va lam sach d@ liéu dau vao (Input Validation) [7].

Gidi phdp hé thong: Trién khai tuong Itra cho ting dung Web (Web Application
Firewall - WAF) [8], Stt dung cac cong cu quét bao mat dinh ky [9], Cap nhat va v4 16i
hé théng thwong xuyén [10].

Ning cao nhdn thitc bdo mdt: T6 chiic cac khoa hoc 1ap trinh an toan cho nha
phat trién [11], Thuc hién kiém tra bao mat dinh ky [12].

D€ kiém tra tinh kha thi ctia cac giai phap trén, tién hanh truy cap vao trang web:
http://10.10.124.94/ 2url=localhost/copyright két qua tra vé nhu sau:

Sign in to your account

u
Password

Hinh 12. Trang web sau khi truy cap theo dia chi da cung cép.

Sau khi truy cap vao trang web trén, tién hanh truy cap vao trang web:
https://github.com/swisskyrepo/PayloadsAllTheThings/tree/master/SQL%20Injection
d€ st dung cac payload SQL Injection doc hai tir trang web nay. Sau khi ¢6 duoc cac
payload SQL Injection ddc hai tién hanh tht tat ca truong hop vao 2 khung Username

va Password.
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Sign in to your account

Hinh 13. Két qua sau khi da tht toan b truong hop SQL Injection ddc hai.

4. KET LUAN VA HUONG PHAT TRIEN

SQL Injection 1a mot trong nhitng moi de doa bao méat nghiém trong nhat d6i voi
cac ing dung/hé thong web gay ra nhiéu hdu qua nguy hiém nhuw ro ri, vi pham dir liéu,
xam nhap co so dit liéu trai phép hodc kiém soat hoan toan hé thong. Qua bai bao nay,
nhom tac gia da phan tich chi tiét cdc ky thuat khai thac SQL Injection pho bién. Tt d6,
dua ra cac giai phap phong chéng hiéu qua tir khia canh 1ap trinh, hé théng va nhan thic

bao mat.

Tuy nhién, khi cac ky tan cong ngay cang tinh vi can dua ra cac bién phap phong
chdng va giai phdp tién tién hon. Trong tuwong lai, nhom tac gia dé xudt nghién cttu va
phat trién cac ing dung/hé thong tich hop tri tué nhéan tao (Al) gitp ty ddng phat hién
vangan chan cac cudc tan cong SQL Injection. Cac thuat toan hoc méy hd tro phan tich
cdc mau tan cong phtic tap tir &6 dua ra cac giai phap thich hop dé€ bao vé ttng dung/hé
thong.
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ABSTRACT

SQL Injection (SQLi) is a widely known attack technique in web application security,
which allows attackers to infiltrate and retrieve data from databases by exploiting
improperly handled input vulnerabilities. This attack technique is commonly used
to steal data or obtain system control. The prevalence of SQLi is primarily due to the
lack of security methods during web application development. This paper analyzes
and evaluates common SQL Injection attack methods, including Blind SQLi, Union-
based SQLi, and Error-based SQLi. The results indicate that SQLi has a significant
impact on database and system security. The paper also provides an overview of
web application security and practical solutions for developing more secure
systems, proposing preventive solutions such as parameterized queries, Web

Application Firewalls (WAF), and secure encryption.

Keywords: SQL Injection, Blind SQLI, Error-based SQLi, Union-based SQLi, WAF.
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